Bostadsrattsforeningen
Borren 36
Org.nr: 716417-8704

Arsredovisning 2020

R&kenskapsdret 20200101 - 20201231

SRV, BORREN NR.30 e
! VANING SPLAN e et e eyl ol
it il g 222
= e ] .

B e

ARKITEKTRITNING
HELENEBORGSGATAN 40

Innehadlisforteckning Sida
Forvaltningsberattelse 2
Resultatrakning 7
Balansrdakning 8
Noter 10

WeruBo a8

FASTIGHETS- OCH BOSTADSRATTSFORVALTNING



Bostadsrattsféreningen Borren 36
716417-8704

Forvaltningsberattelse

Styrelsen for bostadsrattsféreningen Borren 36, organisationsnummer 716417-8704, avger hédrmed féljande
Arsredovisning for rakenskapsdret 2020-01-01 - 2020-12-31. Om inte annat sdrskilt anges, redovisas alla
belopp i hela kronor.

Verksamheten
Allmadant om verksamhefen

Bostadsrattsféreningen har bildats av hyresg&sterna i fastigheten. Féreningen Borren 36 har registrerats hos
l&nsstyrelsen i Stockholms 1N 1982-09-27 har till Gndamal att &t sina medlemmar uppldta bostaden med
nyttjanderatt fér obegrénsad fid.

Féreningens sate dr i Stockholm.

Foreningen disponerar tomten genom:
Aganderétt

Forsakring
Moderna Forsakringar

Styrelse
Ordférande Johan Johnsson
Ledamot Andreas Eka
Ledamot Bjorn Flodkvist
Ledamot Farzad Fooladvandi
Ledamot Lena Nordstrém
Ledamot William Persson
Solenberg
Suppleant Maria Lund

Styrelsen har under &ret hallit 12 sammmantrdaden.

Féreningsstdmma
Ordinarie féreningsstdmma holls 2020-05-13

Revisor
Extern Grant Thornton Sweden AB

Valberedning
Valberedningen har bestatt av Hanna Olsson och Malena Rydberg.
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Information om fastigheten
Féreningens adresser:

Heleneborgsgatan 40 i Stockholm.

Nybyggnadsar: 1929
Ombyggnadsar: 2007
Vérdedr: 1930

Fastighetsbeteckning: BORREN 36

Bostadsladgenheter

upplatna med bostadsratt P-platser

Antal Total yta m? Antal platser
1 rok/vr& 23 890 3
2 rok/vr& 9 652
3 rok 2 204
Summa 34 1746

Bostadsldgenheter
upplatna med hyresratt

Antal Total yta m?
1 rokv 1 40
Totalyta (m3): 1786

Forvaltning
Ekonomisk férvaltning - FRUBO AB
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Vdsentliga hédndelser under ridkenskapsaret

Sammanfattning av det lite stérre arbete som styrelsen har jobbat med under 2020.

Aret har praglats av det vi alla kommer att minnas men aldrig vill uppleva igen, Covid 19 har paverkat
bd&de styrelsens arbete men ocksd vad vi som grannar och medlemmar kunnat géra. Vi hade stadddagar
genom att de som ville och kunde fick utféra uppdragen ndr det sé passade. Detta gdllde bdde varen
och hosten.

* Vi har forbattrat entrén och dar bilat upp fram till entréddrren sé att vi far plats med en stérre matta.
Detta resulterar i att mer grus samlas upp.

* Vi har polerat stengolvet i hela frapphuset och det gjorde det lilla extra.

* Vi drabbades av en stérre vattenskada frén var sista hyresratt. Detta har dtgdrdats och Idgenheterna
under har &ven de atgdardats. Det sista blir fardigt 2021. Denna vattenskada har varit valdigt stor och vart
gemensamma forsakringsbolag Moderna Férsékringar kommer att sté fér en stor del av kostnaden.
Hyresgdsten drablbades tyvarr av en olycka som gjorde att vatten rann éver diskhon ner hela végen il
kdllarplan. Vi ér valdigt glada éver att hyresgdsten, som har bott hos oss i ménga ér och som flera av oss
k&nner, klarade sig bra och har fatt komma fill ett serviceboende. Styrelsen har fatt Idgga ner mycket tid
pd detta. Vi nGrmar oss dock slutet och 2021 kommer I&genheten att sdljas och ddrmed sdljs féreningens
sista hyresratt.

» D& vattnet rann hela vagen ner till kéllaren s& drabbades dven tre forrdd i kdllaren. Ett f&tal
medlemmars |6sére tog i samband med detta skada.

» N&gra eldsjdlar har skétt om tradgdérden sé att vi alla kan nyttja den. Det sattes in en spaljé fér rosorna
att klattra pa.

¢ 2020 har styrelsen skott en hel del digitalt och vi upplever att vi som grupp har fungerat mycket bra. En
bred kompetens har funnits i styrelsen med méanga olika erfarenheter. Det har varit roliga styrelsemdéten att
vara med pa.

* Vihar tillsatt en frén styrelsen att vélkomna nya medlemmar. Detta har fallit valdigt val ut, en liten
rundvandring och p& sé satt f& kontakt med féreningen direkt. Nagot vi mdste fortsatta med.

* Vi har tecknat ett avtal for hela fastigheten p& 1000/1000bredband. Denna kostnad técks av
Arsavgiften.

* Vi har ocksd beslutat om en avgiftssankning om 5% frdn den 1 januari 2021.

Foreningen har under manga ar gjort diverse investeringar for att f& ner vara kostnader som o ny
varmecentral o ny och effektivare tvattstuga. Samt férhandlat véra avtal och vér bankrénta. Detta har
resulterat i att féreningens ekonomi ar starkare édn pd mycket lénge, samt att den kommande
forsaliningen av hyresratten gor aft styrelsen fattat detta gladjande beslut. ArsovgifTen kan komma att
justeras upp och ner fér att sékerstalla en ekonomi i balans, detta ligger pé styrelsen att besluta.

Som alltid finns det mycket att géra i ett flerffamiliehus. Vii styrelsen ber gérna om hjdlp frén dvriga
medlemmar. Det dr ett f&tal ménniskor som alltid dr involverade i styrelsen, stdddagar och stdmmor.

Vi behdver & fler att engagera sig vilket ar ett valdigt viktigt arbete fér kommande styrelse.
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Medlemsinformation

Medlemmar vid rdkenskapsdrets boérjan 52
Tillkommande medlemmar under dret 11
Avgdende medlemmar under éret 9

Under &ret har é dverldtelser skett.

Bostadsrattsféreningen Borren 36
716417-8704

34 bostadsratter

54 mediemmar vid rakenskapsarets slut

o oo °
Flerarsoversikt
2020 2019 2018 2017
Nettoomsdattning, tkr 1322 1334 1314 1314
Resultat efter finansiella poster, tkr -467 -443 -426 -354
Soliditet!, % 30 32 34 35
Balansomslutning, tkr 11717 12 287 13032 13 561
Arsavgift/kvm bostadsrattsyta 721 721 721 721
! Justerat eget kapital i procent av balansomslutning
Intakter Kostnader
Hyresint&kter
hryresr&itt Awrigar
intékter Ovriga Réntekostnader

/_

Arsc:vgiﬁer

Arets amortering
Féreningen har under dret amorterat 187 376 kronor.

—

externa_____
kostnader

Awskrivningar

Driftskostnader
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Forandringar i eget kapital

Bostadsrattsféreningen Borren 36
716417-8704

Insatser Upplatelse- Fond for yttre Balanserat Arets
avgifter underhall resultat  resultat

Belopp vid drets ingdng 3176 644 1844 462 372503 -1026487 -443107
Resultatdisposition enligt stdmman:
Reservering fond fér yttre underhaill 171 000 -171 000
lanspréktagande av fond fér yttre -536 427 536 427
underhdill
Balanseras i ny rakning -443 107 443107
Arets resultat -466 725
Belopp vid arets utgdng 3176 644 1844 462 7076 -1104167 -466725
Resultatdisposition
Till féreningsstémmans férfogande star féljande medel:
Balanserat resultat -1 104167
Arets resultat -466 725
Totalt ~ -1570892
Styrelsen foreslar att medlen disponeras enligt féljande:
Till féreningens fond for yttre underhdll avsattes enligt stadgar 171 000
Till féreningens fond fér yttre underhdll avsattes utdver stadgar
lanspréktagande av fond for yttre underhdll
Balanseras i ny r&kning -1741 892
Totalt 1570892

Avsattning fill fond 0,3% av fastighetens taxeringsvérde.
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(X} °
Resultatrakning
1 januari - 31 december Not 2020 2019
RORELSEINTAKTER
Nettoomsattning ! 1322080 1334112
Ovriga rérelseintékter 5623 300
Summa Rorelseintdkter 1327 703 1334412
RORELSEKOSTNADER
Driftkostnader 2 -1282 237 -1 262 859
Ovriga externa kostnader 3 -70 124 -80 709
Avskrivningar -370 800 -370 800
Summa Rorelsekostnader -1723 161 -1714 368
RORELSERESULTAT -395 458 -379 956
FINANSIELLA POSTER
Rantekostnader och liknande resultatposter -71 267 -63 151
Summa Finansiella poster -71 267 -63 151
RESULTAT EFTER FINANSIELLA POSTER -466 725 -443 107
RESULTAT FORE SKATT -466 725 -443 107
ARETS RESULTAT -466 725 -443 107
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[X) )

Balansrakning

TILLGANGAR Not 2020-12-31 2019-12-31
ANLAGGNINGSTILLGANGAR

Materiella anléggningstillgangar

Byggnader och mark 4 11 363 525 11705777
Inventarier, verktyg och installationer 5 25152 53 700
Summa materiella anldggningstillgangar 11 388 677 11 759 477
SUMMA ANLAGGNINGSTILLGANGAR 11 388 677 11 759 477
OMSATININGSTILLGANGAR

Kortfristiga fordringar

Ovriga fordringar 6129 6129
Férutbetalda kostnader och upplupna intGkter é 61 980 55079
Summa kortfristiga fordringar 68 109 61208
Kassa och bank

Kassa och bank 260 184 466 660
Summa kassa och bank 260 184 466 660
SUMMA OMSATININGSTILLGANGAR 328 293 527 868
SUMMA TILLGANGAR 11716 970 12 287 345
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Balansrakning

EGET KAPITAL OCH SKULDER Not 2020-12-31 2019-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 5021106 5021106
Fond for yttre underhdll 7076 372 503
Summa bundet eget kapital 5028 182 5393 609
Fritt eget kapital

Balanserat resultat -1 104 167 -1 026 487
Arets resultat -466 725 -443 107
Summa fritt eget kapital -1 570 892 -1469 594
SUMMA EGET KAPITAL 3457 290 3924015
Langfristiga skulder

Skulder fill kreditinstitut 7 7 804 310 8 038 690
Summa langfristiga skulder 7 804 310 8 038 690
Kortfristiga skulder

Skulder fill kreditinstitut 7 187 376 140 372
Leverantorsskulder 104774 67 830
Skatteskulder 4035 2215
Upplupna kostnader och férutbetalda intékter 8 159 185 114 223
Summa kortfristiga skulder 455 370 324 640
SUMMA EGET KAPITAL OCH SKULDER 11716 970 12 287 345

9 (14)
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Noter

Redovisningsprinciper

Arsredovisningen &r uppréttad i enlighet med arsredovisningslagen och Bokféringsnédmndens allmdnna
rad (BFNAR 2016:10) om arsredovisning i mindre féretag (K2).

Materiella anlaggningstillgangar
Nedan finns nyttiandeperioderna angivna for féreningens materiella anldggningstillgdngar.

Avskrivning
Tilmpade avskrivningstider:

Anlciggningstillgang Nyttiandeperiod (dr) Avskrivning (%)
Byggnad 50 2
Fonsterrenovering Ar 1999 10 10
Renovering Igh 32 &r 2005 10 10
Fasadrenovering ar 2005 30 3.33
Renovering vent., byte radiat mm ér 20 50 2
Anléggning gdrden ér 2012 25 4
Renovering vindar ér 2012 50 2
Takvérme &r 2012 10 10
Bredband &r 2014 10 10
Varmepanna ar 2013-2014 20 5
Renovering balkonger &r 2014 50 2
Inventarier och maskiner 5 20
Not 1. Nelftoomsattning 2020 2019
Arsavgifter bostéder 1 259 400 1259 400
Balkongavgifter 16116 19776
Hyresintdkter bostdder 46 563 54 936
Totalt nettoomsdttning 1322 079 1334112
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Not 2. Driftkostnader 2020 2019
Fastighetsel 21 496 24734
Uppvarmning 265 242 289 872
Vatten 49 839 47 420
Soph&mtning 12 000 10 992
Hissbesiktning 0 1831
Grundavtal hiss 6138 6105
Service vé@rmeanldggning 8073 8073
Energideklaration 10 625 0
Grovsopor 0 800
Fastighetsstad 147 388 26 598
Bredband 34723 0
Kabel-TV 20722 20 225
Forsakring 47 990 45 868
Forsakringsskador 181 250 0
Fastighetsavgift/fastighetsskatt 50015 48 195
Forbrukningsinventarier 1997 0
Reparation och underhdll 25737 0
Rep/underhdll fénster 0 400 663
Rep/underhdll portar och I&s 7114 110516
Rep/underhdll hiss 4 694 19 445
Rep/underhdll tvattstuga 4 475 1723
Rep/underhdll hyresldgenheter 40 999 13132
Rep/underhdll el 1813 47 838
Rep/underhdll uppvarmning 8 091 0
Rep/underhdll VVS 326 313 5136
Rep/underhdll ventilation 0 86 375
Rep/underhdll gard/tradgérd 2 203 45990
Rep/underhdll material 3300 1328
Totalt driftkostnader 1282 237 1262 859
Not 3. Ovriga externa kostnader 2020 2019
Féreningsstdmma 2 900 3 509
Medlems- och féreningsavgifter 5184 5142
Arvode ekonomisk férvaltning 41 440 40 824
Extra ekonomisk férvaltning 563 2055
Revisionsarvode 9 903 9 624
Webbsida 120 120
Bankkostnader 2 491 2181
Ovriga administrativa kostnader 1 407 7 383
Féreningsomkostnader 800 6 836
Ovriga omkostnader 5316 3035
Totalt 6vriga externa kostnader 70124 80 709
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Not 4. Byggnader och mark 2020-12-31 2019-12-31
Ackumulerade anskaffningsvdrden
Anskaffningsvarde byggnad 15737 785 15737 785
Anskaffningsvarde mark 1 662 344 1662 344
Utgaende anskaffningsvdrden 17 400 129 17 400 129
Ackumulerade avskrivningar
Iongéende avskrivningar - 5694 352 -5352 100
Arets avskrivningar - 342 252 - 342 252
Utgaende avskrivningar -6 036 604 -5 694 352
Utgdende redovisat vérde 11 363 525 11705 777
Taxeringsvarden
Taxeringsvarde byggnader 18 000 000 18 000 000
Taxeringsvarde mark 3% 000 000 3% 000 000
57 000 000 57 000 000
Not 5. Inventarier, verktyg och installationer 2020-12-31 2019-12-31
Ackumulerade anskaffningsvdarden
Ingdende anskaffningsvarden 142 746 142 746
Utgdende anskaffningsvérden 142 746 142 746
Ackumulerade avskrivningar
ngéende avskrivningar -89 046 - 60 498
Arefs avskrivningar - 28 548 - 28 548
Utgdende avskrivningar -117 594 -89 044
Utgaende redovisat varde 25152 53 700
Not 6. Forutbetalda kostnader och upplupna intakter 2020-12-31 2019-12-31
Moderna Forsékringar 51 524 43 306
Hissen AB 0 1413
FRUBO AB 10 456 10 360
Summa 61980 55079
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Not 7. Skulder till kreditinstitut

Bostadsrattsféreningen Borren 36
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Villkors-

dndringsdag

SHB 295392 2021-08-03
SHB 280839 2021-07-05
SHB 289956 2021-07-05
SHB 289955 2021-07-05
SHB 289957 2021-07-05
SHB 289958 2021-07-05
SHB 295393 2021-08-03
SHB 289959 2021-07-05

Summa skulder till kreditinstitut

Kortfristig del av skulder fill kreditinstitut

Rantesats Belopp Belopp
2020-12-31 2020-12-31 2019-12-31
0.787 % 1348 410 1362066
0.760 % 435312 440016
0.760 % 1 367 984 1487 984
0.760 % 819 625 827 925
0.760 % 488 810 493 762
0.760 % 965 280 975056
0.787 % 1 900 935 1920187
0.760 % 665 330 672 066

7 991 686 8179062

-187 376 -140 372

7 804 310 8 038 690

Skuld som forfaller senare &n 5 &r berdknas fill 7 054 806 kr.
De skulder som férfaller under kommande &r avses forléingas i takt med att de I6per ut, de redovisas

darfér som langfristig skuld.

Not 8. Upplupna kostnader och forutbetalda intakter 2020-12-31 2019-12-31
Uppl utgiftsréntor 12 297 12093
Forskottsbet avgift/hyra 101 341 55032
Stockholm Exergi AB 33 061 36 036
Fortum Ellevio 2184 1307
Stockholm Vatten Avliopp 10 303 9756
Summa 159 186 114 224
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Not 9. Stdllda sakerheter 2020-12-31 2019-12-31

Fastighetsinteckningar 8713 000 8 713 000

Summa: 8 713 000 8 713 000
o

Underskrifter

Stockholm den / 2021

Johan Johnsson Andreas Eka

Bjorn Flodkvist Farzad Fooladvandi

Lena Nordstréom William Persson Solenberg

Var revisionsberdttelse har Idmnats 2021- -

Grant Thornton Sweden AB
Maria Johansson
Huvudansvarig auktoriserad revisor
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GrantThornton

REVISIONSBERATTELSE

Till féreningsstimman i Brf Borren 36
Org. nr. 716417-8704

Rapport om drsredovisningen

Uttalanden

Vi har utfort en revision av drsredovisningen for
bostadsrittsforeningen for rikenskapsaret 2020-01-01 -- 2020-12-31.

Enligt var uppfattning har arsredovisningen upprittats i enlighet med
arsredovisningslagen och ger en i alla visentliga avseenden rittvisande
bild av f6reningens finansiella stillning per den 31 december 2020 och
av dess finansiella resultat for aret enligt drsredovisningslagen.
Forvaltningsberittelsen r férenlig med drsredovisningens 6vriga
delar.

Vi tillstyrker dérfor att féreningsstimman faststiller
resultatrdkningen och balansrikningen.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Auditing
(ISA) och god revisionssed i Sverige. Virt ansvar enligt dessa
standarder beskrivs nirmare i avsnittet "Revisorns ansvar". Vi dr
oberoende i forhéllande till féreningen enligt god revisorssed i Sverige
och har i 6vrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhdmtat dr tillrdckliga och
indamadlsenliga som grund f6r vira uttalanden.

Styrelsens ansvar

Det ir styrelsen som har ansvaret for att drsredovisningen upprittas
och att den ger en rittvisande bild enligt drsredovisningslagen.
Stytelsen ansvarar dven for den interna kontroll som den bedémer ir
nédvindig for att uppritta en arsredovisning som inte innehéller nagra
visentliga felaktigheter, vare sig dessa beror pa oegentligheter eller pa
fel.

Vid upprittandet av arsredovisningen ansvarar styrelsen for
bedémningen av féreningens férmaga att fortsitta verksamheten. Den
upplyser, nir sa dr tillimpligt, om férhéllanden som kan paverka
formagan att fortsitta verksamheten och att anvinda antagandet om
fortsatt drift. Antagandet om fortsatt drift tillimpas dock inte om
beslut har fattats om att avveckla verksamheten.

Revisorns ansvar

Viara mél dr att uppna en rimlig grad av sikerhet om huruvida
arsredovisningen som helhet inte innehiller ndgra visentliga
felaktigheter, vare sig dessa beror pa oegentligheter eller pa fel, och att
limna en revisionsberittelse som innehiller vira uttalanden. Rimlig
sikerhet dr en hog grad av sikerhet, men ér ingen garanti fOr att en
revision som utférs enligt ISA och god revisionssed i Sverige alltid
kommer att uppticka en visentlig felaktighet om en sadan finns.
Felaktigheter kan uppstd pa grund av oegentligheter eller fel och anses
vara visentliga om de enskilt eller tillsammans rimligen kan férvintas
péaverka de ekonomiska beslut som anvindare fattar med grund i
arsredovisningen.

Som del av en revision enligt ISA anvinder vi professionellt omdéme
och har en professionellt skeptisk instillning under hela revisionen.
Dessutom:

* identifierar och bedémer vi riskerna for visentliga felaktigheter i
arsredovisningen, vare sig dessa beror pa oegentligheter eller pa fel,
utformar och utfér granskningsitgirder bland annat utifrin dessa
risker och inhdmtar revisionsbevis som ir tillrickliga och
indamdlsenliga fOr att utgdra en grund for vara uttalanden. Risken for
att inte uppticka en visentlig felaktighet till féljd av oegentligheter dr
hégre dn for en visentlig felaktighet som beror pa fel, eftersom
oegentligheter kan innefatta agerande i maskopi, forfalskning,
avsiktliga utelimnanden, felaktig information eller dsidosittande av
intern kontroll.

* skaffar vi oss en forstaelse av den del av féreningens interna
kontroll som har betydelse for var revision for att utforma
granskningsatgirder som ér limpliga med hinsyn till
omstindigheterna, men inte for att uttala oss om effektiviteten i den
interna kontrollen.

* utvirderar vi limpligheten i de redovisningsprinciper som anvinds
och rimligheten i styrelsens uppskattningar i redovisningen och
tillhérande upplysningar.

* drar vi en slutsats om limpligheten i att styrelsen anvinder
antagandet om fortsatt drift vid upprittandet av arsredovisningen. Vi
drar ocksa en slutsats, med grund i de inhimtade revisionsbevisen, om
huruvida det finns nigon visentlig osidkerhetsfaktor som avser sadana
hindelser eller férhdllanden som kan leda till betydande tvivel om
foreningens férmaga att fortsitta verksamheten. Om vi drar slutsatsen
att det finns en visentlig osikerhetsfaktor, méste vi i
revisionsberittelsen fista uppmirksamheten pa upplysningarna i
arsredovisningen om den visentliga osikerhetsfaktorn eller, om
sadana upplysningar ir otillrickliga, modifiera uttalandet om
arsredovisningen. Vira slutsatser baseras pa de revisionsbevis som
inhdmtas fram till datumet for revisionsberittelsen. Dock kan framtida
hindelser eller foérhdllanden gora att en férening inte lingre kan
fortsitta verksamheten.

e utvirderar vi den 6vergripande presentationen, strukturen och
innehillet i drsredovisningen, diribland upplysningarna, och om
arsredovisningen dterger de underliggande transaktionerna och
hindelserna pa ett sitt som ger en rittvisande bild.

Vi maste informera styrelsen om bland annat revisionens planerade
omfattning och inriktning samt tidpunkten fér den. Vi maste ocksa
informera om betydelsefulla iakttagelser under revisionen, ddribland
de betydande brister i den interna kontrollen som vi identifierat.
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° GrantThornton

Rapport om andra krav enligt lagar och andra
torfattningar

Uttalanden

Utéver var revision av arsredovisningen har vi dven utfért en revision
av styrelsens forvaltning fér foreningen for rikenskapsaret 2020-01-01
-- 2020-12-31 samt av forslaget till dispositioner betrdffande
féreningens vinst eller forlust.

Vi tillstyrker att féreningsstimman disponerar resultatet enligt
forslaget i forvaltningsberittelsen och beviljar styrelsens ledaméter
ansvarsfrihet for rikenskapsaret.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar
enligt denna besktivs ndrmare i avsnittet "Revisorns ansvar". Vi dr
oberoende i forhéllande till féreningen enligt god revisorssed i Sverige
och har i 6vrigt fullgjort vért yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhdmtat dr tillrickliga och
indamadlsenliga som grund f6r vira uttalanden.

Styrelsens ansvar

Det ir styrelsen som har ansvaret for forslaget till dispositioner
betriffande féreningens vinst eller férlust. Vid forslag till utdelning
innefattar detta bland annat en bedomning av om utdelningen ar
forsvarlig med hinsyn till de krav som foreningens verksamhetsart,
omfattning och risker stiller pd storleken av féreningens egna kapital,
konsolideringsbehov, likviditet och stillning i 6vrigt.

Styrelsen ansvarar for féreningens organisation och forvaltningen av
foreningens angeligenheter. Detta innefattar bland annat att
fortlépande bedéma féreningens ekonomiska situation och att tillse
att foreningens organisation ér utformad sd att bokforingen,
medelsférvaltningen och féreningens ekonomiska angeligenheter 1
ovrigt kontrolleras pa ett betryggande sitt.

Revisorns ansvar

Vart mil betriffande revisionen av férvaltningen, och dirmed vért
uttalande om ansvarsfrihet, 4r att inhimta revisionsbevis for att med
en rimlig grad av sikerhet kunna bedéma om ndgon styrelseledamot i
nagot visentligt avseende:

* foretagit nigon dtgird eller gjort sig skyldig till nigon férsummelse
som kan foranleda ersittningsskyldighet mot féreningen, eller

* pa nagot annat sitt handlat i strid med bostadsrittslagen, tillimpliga
delar av lagen om ekonomiska féreningar, arsredovisningslagen eller
stadgarna.

Virt mal betriffande revisionen av forslaget till dispositioner av
féreningens vinst eller forlust, och dirmed virt uttalande om detta, dr
att med rimlig grad av sikerhet bedéma om forslaget dr forenligt med
bostadsrittslagen.

Rimlig sikerhet 4r en hég grad av sikerhet, men ingen garanti for att
en revision som utférs enligt god revisionssed i Sverige alltid kommer
att uppticka dtgirder eller férsummelser som kan féranleda
ersittningsskyldighet mot féreningen, eller att ett forslag till
dispositioner av féreningens vinst eller férlust inte dr forenligt med
bostadsrittslagen.

Som en del av en revision enligt god revisionssed i Sverige anvinder vi
professionellt omdéme och har en professionellt skeptisk instillning
under hela revisionen. Granskningen av férvaltningen och forslaget till
dispositioner av féreningens vinst eller forlust grundar sig frimst pa
revisionen av rikenskaperna. Vilka tillkommande granskningsatgirder
som utfors baseras pa vir professionella bedémning med
utgangspunkt i risk och visentlighet. Det innebdr att vi fokuserar
granskningen pé sidana dtgirder, omraden och férhillanden som dr
visentliga for verksamheten och dir avsteg och 6vertridelser skulle ha
sirskild betydelse for féreningens situation. Vi gir igenom och prévar
fattade beslut, beslutsunderlag, vidtagna atgirder och andra
forhallanden som ér relevanta f6r vart uttalande om ansvarsfrihet.

Som underlag for virt uttalande om styrelsens forslag till dispositioner
betriffande foreningens vinst eller forlust har vi granskat om forslaget
ir forenligt med lagen om ekonomiska féreningar.

Norrkoping mars 2021

Grant Thornton Sweden AB

Maria Johansson

Auktoriserad revisor
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Bostadsrattsféreningen Borren 36
716417-8704

Forvaltningsberattelse

Styrelsen for bostadsrattsféreningen Borren 36, organisationsnummer 716417-8704, avger hédrmed féljande
Arsredovisning for rakenskapsdret 2020-01-01 - 2020-12-31. Om inte annat sdrskilt anges, redovisas alla
belopp i hela kronor.

Verksamheten
Allmadant om verksamhefen

Bostadsrattsféreningen har bildats av hyresg&sterna i fastigheten. Féreningen Borren 36 har registrerats hos
l&nsstyrelsen i Stockholms 1N 1982-09-27 har till Gndamal att &t sina medlemmar uppldta bostaden med
nyttjanderatt fér obegrénsad fid.

Féreningens sate dr i Stockholm.

Foreningen disponerar tomten genom:
Aganderétt

Forsakring
Moderna Forsakringar

Styrelse
Ordférande Johan Johnsson
Ledamot Andreas Eka
Ledamot Bjorn Flodkvist
Ledamot Farzad Fooladvandi
Ledamot Lena Nordstrém
Ledamot William Persson
Solenberg
Suppleant Maria Lund

Styrelsen har under &ret hallit 12 sammmantrdaden.

Féreningsstdmma
Ordinarie féreningsstdmma holls 2020-05-13

Revisor
Extern Grant Thornton Sweden AB

Valberedning
Valberedningen har bestatt av Hanna Olsson och Malena Rydberg.
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Bostadsrattsféreningen Borren 36
716417-8704

Information om fastigheten
Féreningens adresser:

Heleneborgsgatan 40 i Stockholm.

Nybyggnadsar: 1929
Ombyggnadsar: 2007
Vérdedr: 1930

Fastighetsbeteckning: BORREN 36

Bostadsladgenheter

upplatna med bostadsratt P-platser

Antal Total yta m? Antal platser
1 rok/vr& 23 890 3
2 rok/vr& 9 652
3 rok 2 204
Summa 34 1746

Bostadsldgenheter
upplatna med hyresratt

Antal Total yta m?
1 rokv 1 40
Totalyta (m3): 1786

Forvaltning
Ekonomisk férvaltning - FRUBO AB
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Bostadsrattsféreningen Borren 36
716417-8704

Vdsentliga hédndelser under ridkenskapsaret

Sammanfattning av det lite stérre arbete som styrelsen har jobbat med under 2020.

Aret har praglats av det vi alla kommer att minnas men aldrig vill uppleva igen, Covid 19 har paverkat
bd&de styrelsens arbete men ocksd vad vi som grannar och medlemmar kunnat géra. Vi hade stadddagar
genom att de som ville och kunde fick utféra uppdragen ndr det sé passade. Detta gdllde bdde varen
och hosten.

* Vi har forbattrat entrén och dar bilat upp fram till entréddrren sé att vi far plats med en stérre matta.
Detta resulterar i att mer grus samlas upp.

* Vi har polerat stengolvet i hela frapphuset och det gjorde det lilla extra.

* Vi drabbades av en stérre vattenskada frén var sista hyresratt. Detta har dtgdrdats och Idgenheterna
under har &ven de atgdardats. Det sista blir fardigt 2021. Denna vattenskada har varit valdigt stor och vart
gemensamma forsakringsbolag Moderna Férsékringar kommer att sté fér en stor del av kostnaden.
Hyresgdsten drablbades tyvarr av en olycka som gjorde att vatten rann éver diskhon ner hela végen il
kdllarplan. Vi ér valdigt glada éver att hyresgdsten, som har bott hos oss i ménga ér och som flera av oss
k&nner, klarade sig bra och har fatt komma fill ett serviceboende. Styrelsen har fatt Idgga ner mycket tid
pd detta. Vi nGrmar oss dock slutet och 2021 kommer I&genheten att sdljas och ddrmed sdljs féreningens
sista hyresratt.

» D& vattnet rann hela vagen ner till kéllaren s& drabbades dven tre forrdd i kdllaren. Ett f&tal
medlemmars |6sére tog i samband med detta skada.

» N&gra eldsjdlar har skétt om tradgdérden sé att vi alla kan nyttja den. Det sattes in en spaljé fér rosorna
att klattra pa.

¢ 2020 har styrelsen skott en hel del digitalt och vi upplever att vi som grupp har fungerat mycket bra. En
bred kompetens har funnits i styrelsen med méanga olika erfarenheter. Det har varit roliga styrelsemdéten att
vara med pa.

* Vihar tillsatt en frén styrelsen att vélkomna nya medlemmar. Detta har fallit valdigt val ut, en liten
rundvandring och p& sé satt f& kontakt med féreningen direkt. Nagot vi mdste fortsatta med.

* Vi har tecknat ett avtal for hela fastigheten p& 1000/1000bredband. Denna kostnad técks av
Arsavgiften.

* Vi har ocksd beslutat om en avgiftssankning om 5% frdn den 1 januari 2021.

Foreningen har under manga ar gjort diverse investeringar for att f& ner vara kostnader som o ny
varmecentral o ny och effektivare tvattstuga. Samt férhandlat véra avtal och vér bankrénta. Detta har
resulterat i att féreningens ekonomi ar starkare édn pd mycket lénge, samt att den kommande
forsaliningen av hyresratten gor aft styrelsen fattat detta gladjande beslut. ArsovgifTen kan komma att
justeras upp och ner fér att sékerstalla en ekonomi i balans, detta ligger pé styrelsen att besluta.

Som alltid finns det mycket att géra i ett flerffamiliehus. Vii styrelsen ber gérna om hjdlp frén dvriga
medlemmar. Det dr ett f&tal ménniskor som alltid dr involverade i styrelsen, stdddagar och stdmmor.

Vi behdver & fler att engagera sig vilket ar ett valdigt viktigt arbete fér kommande styrelse.
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Medlemsinformation

Medlemmar vid rdkenskapsdrets boérjan 52
Tillkommande medlemmar under dret 11
Avgdende medlemmar under éret 9

Under &ret har é dverldtelser skett.

Bostadsrattsféreningen Borren 36
716417-8704

34 bostadsratter

54 mediemmar vid rakenskapsarets slut

o oo °
Flerarsoversikt
2020 2019 2018 2017
Nettoomsdattning, tkr 1322 1334 1314 1314
Resultat efter finansiella poster, tkr -467 -443 -426 -354
Soliditet!, % 30 32 34 35
Balansomslutning, tkr 11717 12 287 13032 13 561
Arsavgift/kvm bostadsrattsyta 721 721 721 721
! Justerat eget kapital i procent av balansomslutning
Intakter Kostnader
Hyresint&kter
hryresr&itt Awrigar
intékter A riga Réntekostnader
/ e?(feswc: p————

Arsc:vgiﬁer

Arets amortering
Féreningen har under dret amorterat 187 376 kronor.

T
kostnader

Awskrivningar

Driftskostnader
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Forandringar i eget kapital

Bostadsrattsféreningen Borren 36
716417-8704

Insatser Upplatelse- Fond for yttre Balanserat Arets
avgifter underhall resultat  resultat

Belopp vid drets ingdng 3176 644 1844 462 372503 -1026487 -443107
Resultatdisposition enligt stdmman:
Reservering fond fér yttre underhaill 171 000 -171 000
lanspréktagande av fond fér yttre -536 427 536 427
underhdill
Balanseras i ny rakning -443 107 443107
Arets resultat -466 725
Belopp vid arets utgdng 3176 644 1844 462 7076 -1104167 -466725
Resultatdisposition
Till féreningsstémmans férfogande star féljande medel:
Balanserat resultat -1 104167
Arets resultat -466 725
Totalt ~ -1570892
Styrelsen foreslar att medlen disponeras enligt féljande:
Till féreningens fond for yttre underhdll avsattes enligt stadgar 171 000
Till féreningens fond fér yttre underhdll avsattes utdver stadgar
lanspréktagande av fond for yttre underhdll
Balanseras i ny r&kning -1741 892
Totalt 1570892

Avsattning fill fond 0,3% av fastighetens taxeringsvérde.

6 (14)





Bostadsrattsféreningen Borren 36

716417-8704

(X} °
Resultatrakning
1 januari - 31 december Not 2020 2019
RORELSEINTAKTER
Nettoomsattning ! 1322080 1334112
Ovriga rérelseintékter 5623 300
Summa Rorelseintdkter 1327 703 1334412
RORELSEKOSTNADER
Driftkostnader 2 -1282 237 -1 262 859
Ovriga externa kostnader 3 -70 124 -80 709
Avskrivningar -370 800 -370 800
Summa Rorelsekostnader -1723 161 -1714 368
RORELSERESULTAT -395 458 -379 956
FINANSIELLA POSTER
Rantekostnader och liknande resultatposter -71 267 -63 151
Summa Finansiella poster -71 267 -63 151
RESULTAT EFTER FINANSIELLA POSTER -466 725 -443 107
RESULTAT FORE SKATT -466 725 -443 107
ARETS RESULTAT -466 725 -443 107
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Bostadsrattsféreningen Borren 36

716417-8704

[X) °
Balansrakning
TILLGANGAR Not 2020-12-31 2019-12-31
ANLAGGNINGSTILLGANGAR
Materiella anléggningstillgangar
Byggnader och mark 4 11 363 525 11705777
Inventarier, verktyg och installationer 5 25152 53 700
Summa materiella anldggningstillgangar 11 388 677 11 759 477
SUMMA ANLAGGNINGSTILLGANGAR 11 388 677 11 759 477
OMSATININGSTILLGANGAR
Kortfristiga fordringar
Ovriga fordringar 6129 6129
Férutbetalda kostnader och upplupna intGkter é 61 980 55079
Summa kortfristiga fordringar 68 109 61208
Kassa och bank
Kassa och bank 260 184 466 660
Summa kassa och bank 260 184 466 660
SUMMA OMSATININGSTILLGANGAR 328 293 527 868
SUMMA TILLGANGAR 11716 970 12 287 345
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Bostadsrattsféreningen Borren 36

716417-8704

Balansrakning

EGET KAPITAL OCH SKULDER Not 2020-12-31 2019-12-31
EGET KAPITAL

Bundet eget kapital

Medlemsinsatser 5021106 5021106
Fond for yttre underhdll 7076 372 503
Summa bundet eget kapital 5028 182 5393 609
Fritt eget kapital

Balanserat resultat -1 104 167 -1 026 487
Arets resultat -466 725 -443 107
Summa fritt eget kapital -1 570 892 -1469 594
SUMMA EGET KAPITAL 3457 290 3924015
Langfristiga skulder

Skulder fill kreditinstitut 7 7 804 310 8 038 690
Summa langfristiga skulder 7 804 310 8 038 690
Kortfristiga skulder

Skulder fill kreditinstitut 7 187 376 140 372
Leverantorsskulder 104774 67 830
Skatteskulder 4035 2215
Upplupna kostnader och férutbetalda intékter 8 159 185 114 223
Summa kortfristiga skulder 455 370 324 640
SUMMA EGET KAPITAL OCH SKULDER 11716 970 12 287 345
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Bostadsrattsféreningen Borren 36
716417-8704

Noter

Redovisningsprinciper

Arsredovisningen &r uppréttad i enlighet med arsredovisningslagen och Bokféringsnédmndens allmdnna
rad (BFNAR 2016:10) om arsredovisning i mindre féretag (K2).

Materiella anlaggningstillgangar
Nedan finns nyttiandeperioderna angivna for féreningens materiella anldggningstillgdngar.

Avskrivning
Tilmpade avskrivningstider:

Anlciggningstillgang Nyttiandeperiod (dr) Avskrivning (%)
Byggnad 50 2
Fonsterrenovering Ar 1999 10 10
Renovering Igh 32 &r 2005 10 10
Fasadrenovering ar 2005 30 3.33
Renovering vent., byte radiat mm ér 20 50 2
Anléggning gdrden ér 2012 25 4
Renovering vindar ér 2012 50 2
Takvérme &r 2012 10 10
Bredband &r 2014 10 10
Varmepanna ar 2013-2014 20 5
Renovering balkonger &r 2014 50 2
Inventarier och maskiner 5 20
Not 1. Nelftoomsattning 2020 2019
Arsavgifter bostéder 1 259 400 1259 400
Balkongavgifter 16116 19776
Hyresintdkter bostdder 46 563 54 936
Totalt nettoomsdttning 1322 079 1334112
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Bostadsrattsféreningen Borren 36

716417-8704

Not 2. Driftkostnader 2020 2019
Fastighetsel 21 496 24734
Uppvarmning 265 242 289 872
Vatten 49 839 47 420
Soph&mtning 12 000 10 992
Hissbesiktning 0 1831
Grundavtal hiss 6138 6105
Service vé@rmeanldggning 8073 8073
Energideklaration 10 625 0
Grovsopor 0 800
Fastighetsstad 147 388 26 598
Bredband 34723 0
Kabel-TV 20722 20 225
Forsakring 47 990 45 868
Forsakringsskador 181 250 0
Fastighetsavgift/fastighetsskatt 50015 48 195
Forbrukningsinventarier 1997 0
Reparation och underhdll 25737 0
Rep/underhdll fénster 0 400 663
Rep/underhdll portar och I&s 7114 110516
Rep/underhdll hiss 4 694 19 445
Rep/underhdll tvattstuga 4 475 1723
Rep/underhdll hyresldgenheter 40 999 13132
Rep/underhdll el 1813 47 838
Rep/underhdll uppvarmning 8 091 0
Rep/underhdll VVS 326 313 5136
Rep/underhdll ventilation 0 86 375
Rep/underhdll gard/tradgérd 2 203 45990
Rep/underhdll material 3300 1328
Totalt driftkostnader 1282 237 1262 859
Not 3. Ovriga externa kostnader 2020 2019
Féreningsstdmma 2 900 3 509
Medlems- och féreningsavgifter 5184 5142
Arvode ekonomisk férvaltning 41 440 40 824
Extra ekonomisk férvaltning 563 2055
Revisionsarvode 9 903 9 624
Webbsida 120 120
Bankkostnader 2 491 2181
Ovriga administrativa kostnader 1 407 7 383
Féreningsomkostnader 800 6 836
Ovriga omkostnader 5316 3035
Totalt 6vriga externa kostnader 70124 80 709
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Bostadsrattsféreningen Borren 36

716417-8704

Not 4. Byggnader och mark 2020-12-31 2019-12-31
Ackumulerade anskaffningsvdrden
Anskaffningsvarde byggnad 15737 785 15737 785
Anskaffningsvarde mark 1 662 344 1662 344
Utgaende anskaffningsvdrden 17 400 129 17 400 129
Ackumulerade avskrivningar
Iongéende avskrivningar - 5694 352 -5352 100
Arets avskrivningar - 342 252 - 342 252
Utgaende avskrivningar -6 036 604 -5 694 352
Utgdende redovisat vérde 11 363 525 11705 777
Taxeringsvarden
Taxeringsvarde byggnader 18 000 000 18 000 000
Taxeringsvarde mark 3% 000 000 3% 000 000
57 000 000 57 000 000
Not 5. Inventarier, verktyg och installationer 2020-12-31 2019-12-31
Ackumulerade anskaffningsvdarden
Ingdende anskaffningsvarden 142 746 142 746
Utgdende anskaffningsvérden 142 746 142 746
Ackumulerade avskrivningar
ngéende avskrivningar -89 046 - 60 498
Arefs avskrivningar - 28 548 - 28 548
Utgdende avskrivningar -117 594 -89 044
Utgaende redovisat varde 25152 53 700
Not 6. Forutbetalda kostnader och upplupna intakter 2020-12-31 2019-12-31
Moderna Forsékringar 51 524 43 306
Hissen AB 0 1413
FRUBO AB 10 456 10 360
Summa 61980 55079
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Not 7. Skulder till kreditinstitut

Bostadsrattsféreningen Borren 36
716417-8704

Villkors-

dndringsdag

SHB 295392 2021-08-03
SHB 280839 2021-07-05
SHB 289956 2021-07-05
SHB 289955 2021-07-05
SHB 289957 2021-07-05
SHB 289958 2021-07-05
SHB 295393 2021-08-03
SHB 289959 2021-07-05

Summa skulder till kreditinstitut

Kortfristig del av skulder fill kreditinstitut

Rantesats Belopp Belopp
2020-12-31 2020-12-31 2019-12-31
0.787 % 1348 410 1362066
0.760 % 435312 440016
0.760 % 1 367 984 1487 984
0.760 % 819 625 827 925
0.760 % 488 810 493 762
0.760 % 965 280 975056
0.787 % 1 900 935 1920187
0.760 % 665 330 672 066

7 991 686 8179062

-187 376 -140 372

7 804 310 8 038 690

Skuld som forfaller senare &n 5 &r berdknas fill 7 054 806 kr.
De skulder som férfaller under kommande &r avses forléingas i takt med att de I6per ut, de redovisas

darfér som langfristig skuld.

Not 8. Upplupna kostnader och forutbetalda intakter 2020-12-31 2019-12-31
Uppl utgiftsréntor 12 297 12093
Forskottsbet avgift/hyra 101 341 55032
Stockholm Exergi AB 33 061 36 036
Fortum Ellevio 2184 1307
Stockholm Vatten Avliopp 10 303 9756
Summa 159 186 114 224
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Bostadsrattsféreningen Borren 36
716417-8704

Not 9. Stdllda sakerheter 2020-12-31 2019-12-31

Fastighetsinteckningar 8713 000 8 713 000

Summa: 8 713 000 8 713 000
o

Underskrifter

Stockholm den / 2021

Johan Johnsson Andreas Eka

Bjorn Flodkvist Farzad Fooladvandi

Lena Nordstréom William Persson Solenberg

Var revisionsberdttelse har Idmnats 2021- -

Grant Thornton Sweden AB
Maria Johansson
Huvudansvarig auktoriserad revisor

14 (14)





		Bostadsrättsföreningen Borren 36

		Org.nr: 716417-8704

		Årsredovisning 2020

		Räkenskapsåret 20200101 - 20201231

		InnehållsförteckningSida







		Förvaltningsberättelse

		Resultaträkning

		1 januari - 31 december

		Not

		2020

		2019



		Balansräkning

		TILLGÅNGAR

		Not

		2020-12-31

		2019-12-31

		EGET KAPITAL OCH SKULDER

		Not

		2020-12-31

		2019-12-31



		Noter

		Redovisningsprinciper

		2020

		2019

		Not 1. Nettoomsättning

		2020

		2019

		Not 2. Driftkostnader

		2020

		2019

		Not 3. Övriga externa kostnader

		2020-12-31

		2019-12-31

		Not 4. Byggnader och mark

		2020-12-31

		2019-12-31

		Not 5. Inventarier, verktyg och installationer

		2020-12-31

		2019-12-31

		Not 6. Förutbetalda kostnader och upplupna intäkter

		Not 7. Skulder till kreditinstitut

		2020-12-31

		2019-12-31

		Not 8. Upplupna kostnader och förutbetalda intäkter

		Not 9. Ställda säkerheter

		2020-12-31

		2019-12-31






[ {
  "agreementId" : "82ab4990-863e-11eb-a195-25255b295f14",
  "agreementName" : "Årsredovisning Brf Borren 36 2020",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "Årsredovisning Brf Borren 2020.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "221230",
    "fileHash" : "b487481239729dea814fb0fb313a80865fe78d5dce49ad537fbc62cdf293a8d6",
    "fileId" : "91fc7db0-863e-11eb-bf7f-67d08b68af82"
  } ],
  "signees" : [ {
    "personName" : "Johan Johnsson",
    "personSurname" : "Johnsson",
    "personGivenName" : "Johan",
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "personName" : "William Persson Solenberg",
    "personSurname" : "Persson Solenberg",
    "personGivenName" : "William",
    "email" : "william@solenberg.org"
  }, {
    "personName" : "Andreas Eka",
    "personSurname" : "Eka",
    "personGivenName" : "Andreas",
    "email" : "andreas.eka@gmail.com"
  }, {
    "personName" : "Björn Flodkvist",
    "personSurname" : "Flodkvist",
    "personGivenName" : "Björn",
    "email" : "pepperpaw@gmail.com"
  }, {
    "personName" : "Farzad Fooladvandi",
    "personSurname" : "Fooladvandi",
    "personGivenName" : "Farzad",
    "email" : "farzad.erik@gmail.com"
  }, {
    "personName" : "Lena Nordström",
    "personSurname" : "Nordström",
    "personGivenName" : "Lena",
    "email" : "kartylla16@gmail.com"
  }, {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  } ],
  "time" : "2021-03-16T11:04:55.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Jakob Svensson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "jakob.svensson@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "0ea15d90-863f-11eb-8b7a-b9e8bcab2215"
}, {
  "id" : "1cc5aa70-863f-11eb-8b7a-b9e8bcab2215",
  "time" : "2021-03-16T11:05:18.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "andreas.eka@gmail.com"
  }, {
    "email" : "william@solenberg.org"
  }, {
    "email" : "kartylla16@gmail.com"
  }, {
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "email" : "farzad.erik@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "pepperpaw@gmail.com"
  } ]
}, {
  "id" : "31c8c3d0-8662-11eb-9305-496d7013493c",
  "time" : "2021-03-16T15:16:26.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.129.196.117"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Björn Flodkvist",
    "personSurname" : "Flodkvist",
    "personGivenName" : "Björn",
    "email" : "pepperpaw@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Björn Flodkvist",
    "personSurname" : "Flodkvist",
    "personGivenName" : "Björn",
    "email" : "pepperpaw@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196604080132",
    "personSurname" : "FLODKVIST",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "BJÖRN",
    "startDate" : "2021-03-16T14:20:34.201+0000",
    "transactionId" : "a6747eefec141ba8"
  },
  "time" : "2021-03-16T15:21:09.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.129.196.117"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "da7f39a0-8662-11eb-8d70-e1aaa8df58a2"
}, {
  "id" : "db6309f0-8662-11eb-8d70-e1aaa8df58a2",
  "time" : "2021-03-16T15:21:11.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "andreas.eka@gmail.com"
  }, {
    "email" : "william@solenberg.org"
  }, {
    "email" : "kartylla16@gmail.com"
  }, {
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "email" : "farzad.erik@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  } ]
}, {
  "id" : "06f13380-866d-11eb-8987-37e48ae65bca",
  "time" : "2021-03-16T16:33:59.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.60"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "William Persson Solenberg",
    "personSurname" : "Persson Solenberg",
    "personGivenName" : "William",
    "email" : "william@solenberg.org"
  }
}, {
  "id" : "6a032c50-8684-11eb-a195-25255b295f14",
  "time" : "2021-03-16T19:21:23.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.254"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Lena Nordström",
    "personSurname" : "Nordström",
    "personGivenName" : "Lena",
    "email" : "kartylla16@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Lena Nordström",
    "personSurname" : "Nordström",
    "personGivenName" : "Lena",
    "email" : "kartylla16@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195704067163",
    "personSurname" : "NORDSTRÖM",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "LENA INGEGERD",
    "startDate" : "2021-03-16T18:21:34.445+0000",
    "transactionId" : "9b3673f661cb4777"
  },
  "time" : "2021-03-16T19:21:46.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.254"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "77a68960-8684-11eb-9305-496d7013493c"
}, {
  "id" : "787460b0-8684-11eb-9305-496d7013493c",
  "time" : "2021-03-16T19:21:47.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "andreas.eka@gmail.com"
  }, {
    "email" : "william@solenberg.org"
  }, {
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "email" : "farzad.erik@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "pepperpaw@gmail.com"
  } ]
}, {
  "id" : "cad70c10-8687-11eb-a195-25255b295f14",
  "time" : "2021-03-16T19:45:34.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.86"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Andreas Eka",
    "personSurname" : "Eka",
    "personGivenName" : "Andreas",
    "email" : "andreas.eka@gmail.com"
  }
}, {
  "id" : "9df8b6a0-868f-11eb-b6ca-4f1d37547d4a",
  "time" : "2021-03-16T20:41:35.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.60"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "William Persson Solenberg",
    "personSurname" : "Persson Solenberg",
    "personGivenName" : "William",
    "email" : "william@solenberg.org"
  }
}, {
  "signeeInfo" : {
    "personName" : "William Persson Solenberg",
    "personSurname" : "Persson Solenberg",
    "personGivenName" : "William",
    "email" : "william@solenberg.org"
  },
  "signingMetadata" : {
    "personNr" : "199211285474",
    "personSurname" : "Persson Solenberg",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "Birk William",
    "startDate" : "2021-03-16T19:41:39.659+0000",
    "transactionId" : "4fed80329611d2c1"
  },
  "time" : "2021-03-16T20:41:58.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.60"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "ac03d630-868f-11eb-a195-25255b295f14"
}, {
  "id" : "acd0ea30-868f-11eb-a195-25255b295f14",
  "time" : "2021-03-16T20:42:00.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "andreas.eka@gmail.com"
  }, {
    "email" : "kartylla16@gmail.com"
  }, {
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "email" : "farzad.erik@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "pepperpaw@gmail.com"
  } ]
}, {
  "id" : "7e0f7580-869a-11eb-8987-37e48ae65bca",
  "time" : "2021-03-16T21:59:26.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.86"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Andreas Eka",
    "personSurname" : "Eka",
    "personGivenName" : "Andreas",
    "email" : "andreas.eka@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Andreas Eka",
    "personSurname" : "Eka",
    "personGivenName" : "Andreas",
    "email" : "andreas.eka@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "199302011177",
    "personSurname" : "Eka",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "Bror Andreas Teodor",
    "startDate" : "2021-03-16T20:59:32.055+0000",
    "transactionId" : "45660f24969d04fb"
  },
  "time" : "2021-03-16T21:59:40.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "178.16.208.86"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "86815300-869a-11eb-b6ca-4f1d37547d4a"
}, {
  "id" : "872952d0-869a-11eb-b6ca-4f1d37547d4a",
  "time" : "2021-03-16T21:59:41.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "william@solenberg.org"
  }, {
    "email" : "kartylla16@gmail.com"
  }, {
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "email" : "farzad.erik@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "pepperpaw@gmail.com"
  } ]
}, {
  "id" : "ae869300-869b-11eb-8b7a-b9e8bcab2215",
  "time" : "2021-03-16T22:07:57.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.65.135.239"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Farzad Fooladvandi",
    "personSurname" : "Fooladvandi",
    "personGivenName" : "Farzad",
    "email" : "farzad.erik@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Farzad Fooladvandi",
    "personSurname" : "Fooladvandi",
    "personGivenName" : "Farzad",
    "email" : "farzad.erik@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198504137434",
    "personSurname" : "FOOLADVANDI",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "FARZAD",
    "startDate" : "2021-03-16T21:08:46.382+0000",
    "transactionId" : "5e184cf0441fe37c"
  },
  "time" : "2021-03-16T22:09:01.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "185.65.135.239"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "d4f98fb0-869b-11eb-8d70-e1aaa8df58a2"
}, {
  "id" : "d6c37a40-869b-11eb-8d70-e1aaa8df58a2",
  "time" : "2021-03-16T22:09:04.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "andreas.eka@gmail.com"
  }, {
    "email" : "william@solenberg.org"
  }, {
    "email" : "kartylla16@gmail.com"
  }, {
    "email" : "johan.johnsson84@hotmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "pepperpaw@gmail.com"
  } ]
}, {
  "id" : "d3591e50-8718-11eb-b6ca-4f1d37547d4a",
  "time" : "2021-03-17T13:03:45.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.234.43.193"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Johan Johnsson",
    "personSurname" : "Johnsson",
    "personGivenName" : "Johan",
    "email" : "johan.johnsson84@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Johan Johnsson",
    "personSurname" : "Johnsson",
    "personGivenName" : "Johan",
    "email" : "johan.johnsson84@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198403274734",
    "personSurname" : "Johnsson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "Karl Johan Henrik",
    "startDate" : "2021-03-17T12:04:29.595+0000",
    "transactionId" : "21c426c74f3b691c"
  },
  "time" : "2021-03-17T13:04:36.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "81.234.43.193"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "f17c9290-8718-11eb-9305-496d7013493c"
}, {
  "id" : "f2696390-8718-11eb-9305-496d7013493c",
  "time" : "2021-03-17T13:04:38.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "andreas.eka@gmail.com"
  }, {
    "email" : "william@solenberg.org"
  }, {
    "email" : "kartylla16@gmail.com"
  }, {
    "email" : "farzad.erik@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "pepperpaw@gmail.com"
  } ]
}, {
  "id" : "f269ffd0-8718-11eb-9305-496d7013493c",
  "time" : "2021-03-17T13:04:38.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "maria.johanson@se.gt.com"
  } ]
}, {
  "id" : "d6c6a3c0-8739-11eb-ad18-5782e5e5b9a9",
  "time" : "2021-03-17T17:00:05.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "id" : "df361040-8739-11eb-ad18-5782e5e5b9a9",
  "time" : "2021-03-17T17:00:19.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.95.78"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  },
  "signingMetadata" : {
    "personNr" : "197611042008",
    "personSurname" : "Johansson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "Maria Eva-Lotta",
    "transactionId" : "c601865949e5b465",
    "startDate" : "2021-03-17T16:02:23.864+0000"
  },
  "time" : "2021-03-17T17:02:47.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "37aa4250-873a-11eb-a195-25255b295f14"
} ]
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Purpose

This document gives an introduction to the collection of reference documentation added to each
agreement signed using Egreement’s service. In case of agreement disputes, this documents and its
referrals should be used as a handbook on how to verify agreements.

Overview

Agreement and workflow basics are introduced in this document in order to be able to understand the
reference documentation.

Glossary

Term

Agreement File

Agreement Creator

Description

Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.

User who creates the initial agreement and add
contracting parties.

API Application Programming interface

Audit Log The log of events associated with each agreement.
CMS Cryptographic Message Syntax

Container The file which holds the agreement including all

Contracting Party

metadata such as audit log, documentation,
verification, Etc.

User who is to sign an agreement.

Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com

EID Electronic identity such as a certificate or online
identity of some kind.

Hash A cryptographic hash, see Signing

JSON JavaScript Object Notation

JWK JSON Web Key

JWT JSON Web Token

NTP Network Time Protocol



https://www.egreement.com



Term Description

OCSP Online Certificate Status Protocol

PKCS Public Key Cryptography Standards

PKI Public Key Infrastructure

PDF Portable Document Format from Adobe Systems
Signee When a contracting party has signed an

agreement, the party becomes a signee.

TBS To Be Signed. A textual representation of an
agreement.
Verification Page(s) appended to the end of the visible part of

the agreement, summarizing agreement
information, including a timeline.

XML Extensible Markup Language

Agreement Basics

An agreement has a number of artifacts that together form an agreement:

@greement

Agreement Name

Agreement ID

Agreement files Audit log

Attachment-1 Created
Attachment-2 User 1 viewed
Attachment-3 User 1 signed

User 2 viewed

User 2 signed

Figure 1. Agreement content

* Agreement name chosen by Agreement Creator.





* Agreement ID automatically generated by Egreement’s system.

* Files of different formats, such as text or images, that form the contractual part of the agreement.

* Audit log, created by the Egreement system, keeping records of all major events that have taken

place in the process of concluding the agreement.

» Reference documentation on how Egreement manages agreement creation, signing and conclusion.

This very document is the introduction and first part of the reference documentation.

Version Properties

The following properties apply for the current version of the agreement implementation:

* Agreement File hash algorithm: SHA-256

* Agreement File hash encoding: Hex string

» Reference documents:

o OQverview
o Container Format
o Signing

o Validation

Workflow

The Egreement workflow contains a number of stages.

1.

2
3
4.
5

Create agreement - Start

. Add agreement files - Upload attachments

. Add contracting parties - Add people who are to sign the agreement

Signature creation - All contracting parties sign the agreement

. Download - Agreement can be downloaded (optional)

Agreement Creation

When an agreement is to be created, the user chooses a name for the agreement and an ID is
automatically generated.

Agreement Files

An agreement file is a part of the agreement. The file can be of any format. If the file format can be
presented by the Egreement software, a visual representation will be shown to the contracting parties.





Contracting Parties

After the agreement has been set up, all contracting parties who should sign the agreement are added.

Signature Creation

The user should always sign the complete agreement including all attached files. Metadata which will
serve as proof of user consent to the agreement will be automatically added by the system, making the
agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.
The actual signature creation is handled differently depending on signing method.

In the signature workflow, a number of signees can individually sign the same agreement. The
aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing
is described in detail in Signing.

After the last signee has signed, the agreement will be concluded and therefore the process and
agreement files will be closed.

Download

It is possible to download an agreement from the system to store it offline. The downloaded agreement
is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,
are tied to every individual signee. Since this downloaded agreement is more than just a document, it
is referred to as a Container.

Egreement currently supports PDF as container-format which is described more in detail in Container
Format.

Logging
All actions associated with the agreement are stored in the audit log.
Dispute

In case of dispute about a signed agreement where the different signees disagree, the Validation
document describes the process how to verify the agreement’s validty.

Reference Documentation

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.





Document name

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630
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Purpose

This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate
agreements concluded through the Egreement application. The document describes the content,
structure and semantics of the agreement container, required to understand in order to evaluate
agreements or settle possible disputes.

Overview

An agreement in the Egreement sense is not just a single document. Instead, an agreement is a
collection of different information artifacts concerning an agreement made between one or more
contracting parties. Artifacts can be the text on which agreement parties are to agree, individual
parties’ acceptance statements, or records of the events associated with the conclusion of the
agreement. In order to store this information in a secure and self-contained manner, a Container is
needed. The container is simply a file storing all the information needed in a structured and well-
defined way.

Generic Container Structure

The container includes the following artifact types:

* Agreement File - One or more documents, or other types of files (such as images), either uploaded
by the agreement creator or provided by the Egreement application, that togehter constitute the
agreement.

* Audit Log - A log, created by the Egreement system, with recordings of all major events that have
taken place in the process of concluding the agreement.

* Reference Documentation - Documentation how Egreement manages agreement creation, signing
and closing.

* Verification - An agreement summary, including a listing of included agreement files, signees and
an extract of the audit log.

PDF Container

The container format used by Egreement is PDF. All of the listed artifact types are stored as so called
attachments in the PDF container. The reason for adding agreement artifacts as attachments is that
this makes it possible to provide traceability throughout the complete signing process. In order for a
reader to easily be able to view the contents of the agreement, a selection of the attachments is
"mirrored" to the main (visible) part of the PDF.





@greement PDF Container

— il “

Agreement File 1
Agreement File 2
Visualization of Agreement File N
Agreement File 1-N
Reference Documentation 1
Reference Documentation 2
Reference Documentation N

Audit Log I

Verification I Verification I

Figure 1. Container Overview

Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is
recommended to use the official Adobe Acrobat Reader to view Egreement PDF
containers.

Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also
note that the description field holds the artifact type of the attachment.

@ Attachments X
@ B &
Name ~ Description Modified
5 01-CarContract.pdf Agreement File-456-5654-10  29/04/16 14:25:26
i‘ 02-Carlmage.jpg Agreement File-456-5654-12 29/04/16 14:25:27
) 03-CarSound.m4a Agreement File-456-5654-13  28/04/16 14:25:27
: 04-auditlog.json Audit Log 29/04/16 14:25:27
= 05-Overview.pdf Reference Documentation 29/04/16 14:25:27
= 06-ContainerFormat.pdf Reference Documentation 29/04/16 14:25:27
5 07-Signing.pdf Reference Documentation 29/04/16 14:25:27
= 08-Validation.pdf Reference Documentation 29/04/16 14:25:27
= 09-verification.pdf Verification 29/04/16 14:25:27

Figure 2. PDF Attachments





How to Validate

The container is a valid PDF agreement if it holds the artifacts defined above.

Container Content

Agreement File

Artifact type: Agreement file

Agreement files are the parts of the agreement which the agreement creator uploads or selects to be
included. These could be documents, forms, images or virtually any type of file. Furthermore,
agreement files can be divided into two categories, agreement files possible to visualize and non-
possible to visualize.

Agreement Files Possible to Visualize

Files possible to visualize, are added as attachments to the container just as all other artifact types, but
they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view
the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,
image-type files and text files.

Agreement Files Non-Possible to Visualize

Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,
though it is represented with name, size and hash of the file. These file types are typically technically
hard or impossible to create a visual representation of, e.g. a sound file or a video file.

How to Validate

To understand what has been agreed and to establish if there is a dispute or if the disagreement
between the contracting parties is actually covered by the agreement, please read and understand the
actual content of the agreement.

Audit Log

Artifact type: Audit log

The audit log attachment is a well-defined, JSON formatted, document presenting all the important
events that have occurred from when the agreement was created until the agreement was closed.
Refer to the "Workflow" chapter in Overview for more details.

The following audit log entry types are defined:





* Agreement Created

* Agreement Viewed

* Agreement Signed

* Agreement Rejected

* Agreement ExpireOn Changed

* Message Sent

The different log entry types are described in detail below.

Common Structures
All log entry types share common information that is included in every log entry logged.

Table 1. Common Attributes

Parameter name Parameter value example(s)  Description

time 2016-03-21T10:03:28.010+0000  Time when the entry was logged
as yyyy-MM-dd'T'HH:mm:ss.SSSZ.

id 540431, 1e8f69a4-07c1-11e8- An ID of this particular event

ba89-0ed5f89f718b (can either be a numeric long

value or Time based UUID).

event(lass agreement_created Name of the type, as listed
below.

eventld 10 Each type includes a set of IDs.

See respective log entry type
description for details.

userInfo See UserInfo Information about a user.

UserInfo

The UserInfo structure holds information about the user triggering an event, users being contracting
parties of an agreement as well as other users. Note that only a subset of the parameters is included,
depending on the situation where the UserInfo structure is used.

Table 2. UserInfo

Parameter name Parameter value example(s)  Description

ipAddress 212.94.55.131 The IP address of the user.

email Jjohn@example.org The user’s email address.

personNr 19550505-1234 (Sweden), The user’s personal identity
220750-999Y (Finland) number.



https://en.wikipedia.org/wiki/Universally_unique_identifier



Parameter name Parameter value example(s)  Description

personName John Smith The first and last name of the
user.

personGivenName John The first name of the user.

personSurname Smith The last name of the user.

orghr 551234-1234 The organization number of the

organization on behalf of which
the user is operating.

orghame Acme AB The organization name of the
organization on behalf of which
the user is operating.

AgreementFileInfo

The AgreementFilelnfo structure holds information about an agreement file, e.g. a PDF uploaded by the
user. See Agreement File.

Table 3. AgreementFileInfo

Parameter name Parameter value example(s)  Description
fileld 6572354654, 75928ba0-2369- The system generated ID of the
11e8-b467-0ed5f89f718b agreement file (can either be a

numeric long value or Time
based UUID).

fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.

fileMimetype application/pdf The agreement file mime type.

fileSize 42253 The size, in bytes, of the

agreement file.

fileHash 3d7c514b...66b786a4 The hash of the agreement file,
encoded as a hex string.

How to Validate

See Validation how to validate the entire audit log.

Agreement Created

This event is logged when the agreement is created. This is always the first log entry for each
agreement, i.e. no events can take place before this event has occurred.

* EventClass: agreement_created



https://en.wikipedia.org/wiki/Universally_unique_identifier
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* Eventld:

> 10: When a private user creates an agreement using the web application.

> 11: When a company user creates an agreement using the web application.

o 12: Agreement created using the APIL

Table 4. Agreement Created Specific Information

Parameter name Parameter value example(s)

agreementName MyEmployeeAgreement

agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b

agreementVersion 1.13

agreementlocale sv_SE

signees List of UserInfo

agreementFiles List of AgreementFileInfo

How to Validate

Description

User specified name of the
agreement.

System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).

Version of the agreement
container format.

Locale of the agreement
container.

A listing of the signees defined
as parties in the agreement.

A listing of the agreement files
included in the agreement.

Validating this audit entry requires a number of steps all documented below.

EventTypeld Validation

Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.

Table 5. EventType effect on UserInfo

Type How to validate UserInfo

10
11
12

Agreement Metadata

All metadata parameters must be validated according to table below.

Table 6. Agreement Created Metadata Verification

orgNr and orgName must not be set
personNr, orgNr and orgName must be set

orgNr and orgName must be set



https://en.wikipedia.org/wiki/Universally_unique_identifier
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Parameter name How to validate

agreementName Must be present

agreementId Must be present

agreementVersion Must be less than or equal to 1.13
agreementlocale If present, Must be a valid locale and container

verification page must be in this language
signees See Signees Validation

agreementFiles See Agreement File Validation

Agreement File Validation

Validate that all Agreement File are the correct ones, that they are included, and that there are no
additional files than the ones listed in the audit log.

Audit Log

Check all agreement files in this audit entry and verify that they all exist in the container. Do this by
identifying the attachment by the ID and name stated in the audit entry.

Attachments

Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and
make sure that they are all listed in the create agreement audit entry.

Check Hashsums

For each agreement file, compute the hash and check that the hash in the audit entry is correct.

Signees Validation

Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees
is equal to the number of Agreement Signed entries.

Agreement Viewed
This event is logged every time an agreement is viewed or downloaded.

* EventClass: agreement_viewed
* Eventld:
o 20: When a user views an agreement using the web application.
> 21: When a user views an agreement using a mail link.
o 22: When a user views an agreement by downloading it using the web application.

> 23: When a user views an agreement using a mail link that is protected using two-factor
authentication.





Agreement Viewed Specific Information

None

How to Validate

Check that time of entry is after Agreement Created.

Agreement Signed

This event is logged every time a user signs an agreement.

* EventClass: agreement_signed

* Eventld:

> 30: When a user signs the agreement, not being the last signee.

> 31: When a user signs the agreement as the last signee.

> 32: When a user tries to sign the agreement but signing fails.

Table 7. Agreement Signed Specific Information

Parameter name

signeelnfo

signMetadata

Table 8. SignMetadata
Parameter name

signatureMethod

signature

ocspResponse

How to Validate

Parameter value example
See UserInfo

See SignMetadata

Parameter value example

bankid

PD94bWwgdm...duYXR1cmU+

MIIEXgoBAK...jks3yrAUVE

Check that time of entry is after Agreement Created.

Description
Information about the signee.

Signing metadata produced in
the signing process.

Description

The ID of the signing method
used.

The signature encoded as
Base64. The underlying format
depends on the signature
method used.

The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.





EventType Validation
Table 9. EventType effect on validation

Type
30

31

TBS Validation

How to act
Verify as described below.

Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.

In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm
requires a number of inputs that should be recovered from Agreement Created.

For non advanced signature methods, TBS validation is not applicable.

Signature Validation

Fetch the signature method pointed out by SigningMethod and verify the signature according to the

corresponding chapter in Signing

Signee Validation

The output from the Signature Validation should be validated according to table below.

Output type

Signature time

User attributes

TBS or hash of TBS

Hash algorithm

Agreement Rejected

How to validate

If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.

Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.

If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation

If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.

This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.

* EventClass: agreement_rejected

¢ Eventld:





o 40: Agreement rejected by user.
o 41: Agreement auto-rejected due to validity timeout.

o 42: Agreement withdrawn by agreement creator.

Agreement Rejected Specific Information

None

How to Validate

If one of these audit entries are found, the agreement is not a valid agreement.

Agreement ExpireOn Changed
This event is logged when the agreement expiry date is changed.

* EventClass: agreement_expire_on_changed
* Eventld:

o 80: Agreement expiry date changed by user.

Table 10. Agreement ExpireOn Changed Specific Information

Parameter name Parameter value example

agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000

agreementExpireOn 2016-03-31T10:03:28.010+0000
How to Validate

Check that time of entry is after Agreement Created.

Message Sent

Description

Time when agreement was
scheduled to expire as yyyy-Mi-
dd'T'HH:mm:ss.SSSZ.

Time when agreement is
scheduled to expire as yyyy-MM-
dd'T'HH:mm: ss.SSSZ.

A message is logged each time the system sends a mail to parties involved in the agreement.

* EventClass: message_sent

* Eventld:
> 50: Message sent due to event IDs: 10-12
> 51: Message sent due to event ID: 30.
o 52: Message sent due to event ID: 31.

> 53: Message sent due to event ID: 40.

10





o 54: Message sent due to event ID: 41.

o 55: Message sent when agreement is shared.

> 56: Message sent when agreement sharing is cancelled.

o 57: Message sent when agreement validity is about to expire.
o 58: Message sent as a reminder of agreement creation.

> 60: Message sent due to event ID: 20-23.

Table 11. Message Sent Specific Information
Parameter name Parameter value example Description

sentTo List of UserInfo A listing of the users to whom
the message is sent.

How to Validate

Check that time of entry is after Agreement Created.

Format

The audit log is included in the container as a JSON-formatted file.

Audit log example
[ {
"agreementId" : "160400034502",
"agreementName" : "Package patent",
"agreementVersion" : "1.13",
"agreementlLocale": "sv_SE",
"agreementFiles" : [ {

"fileSize" : "722085",
"fileId" : "4081",
"fileHash" : "01e70b3f3d48df504119a912e171df2f253332a8bf73d052c004e27bf64671a0",
"fileMimetype" : "application/pdf",
"fileName" : "patent.pdf"
i
"fileSize" : "180269",
"fileId" : "4082",
"fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec4db”,
“fileMimetype" : "image/png",
"fileName" : "fig1.png"
P
"signees" : [ {
"personNr" : "191111112222",
"personName" : "Alice A"

hoA
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"personNr" : "193333334444",
"personName" : "Bob B"
P
"id" : 778333,
“time" : "2016-04-26T16:39:30.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
H
"eventClass" : "agreement_created",
"eventId" : 10
boA
"id" : 778334,
"time" : "2016-04-26T16:39:31.000+0000",
"eventId" : 50,

"event(lass" : "message_sent",

"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"

H

"sentTo" : [ {
"email" : "alice.a@eavtal.se",
"personName" : "Alice A"

}]

}oAo

"signingMethod" : "bankid",

"signeelnfo" : {
"personSurname" : "B",
"personNr" : "193333334444",
"personGivenName" : "Bob",
"personName" : "Bob B"

}

igningMetadata" : {
"ocspResponse” : "MII...z5Q==",
"startDate" : "2016-04-26716:39:32.000+0000",
"signatureMethod" : "bankid",
"signature" : "PD9...cmU+"
I
"id" : 778335,
"time" : "2016-04-26T16:39:43.000+0000",
"user" : {
"personNr" : "193333334444",
"personName" : "Bob B",
"ipAddress" : "1.2.3.4"
i

"event(Class" : "agreement_signed",





"eventId" : 30
}]

Reference Documentation

Artifact type: Reference documentation

Included in the container is also the reference documentation which documents the container format,
overview and details about signing and validation, Etc.

Table 12. Reference Documentation
Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630

Verification

Artifact type: Verification

The verification page is included as an attachment in the container, and is also mirrored to the visible
part of the container PDF. The purpose of the verification is to provide the reader with a summary of
the content of the agreement, in combination with important events that have occurred during the
agreement creation and signing process. An overview of the contents of the verification is given below.

Basic Information

Includes the most basic, and always present, information of the agreement. See Agreement Created for

13
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more details.

* Agreement ID
* Agreement name
* Agreement version

e Creation date

Agreement Files

Lists the different files that the agreement includes. This is primarily the documents uploaded by the
user, which include agreement text and other data. See AgreementFileInfo for more details.

Each agreement file is listed with the following properties:

* Agreement file ID

* Agreement file name

* Agreement file mime type
* Agreement file size

* Agreement file hash

Signees

Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed
with the following properties:

 Signee person number ID
* Signee name

 Signee sign date

Audit Log Extract

The verification ends with a summarizing extract from the audit log. It includes the most important
events and information from the audit log, whereas audit information that is of secondary importance
is filtered out.

Change Log

Agreement Version : 1.1

* Date of Change : 2017-02-28

* Logs

14





o Representation of agreement parts which are not possible to visualize are to include last
modified date along with the existing information (Name, Size, Hash).

o Layout is also changed to display the additional information vertically.
- Agreement File section of Verification page to include last modified date & time.

- ToBeSigned (TBS) text is separated into two types(visible & hidden).

Agreement Version : 1.2

* Date of Change : 2017-03-15
* Logs
o File Title is included in non visible agreement parts.

- Removed file Hash information from Attest Page and included file title

Agreement Version : 1.3

* Date of Change : 2017-06-21
* Logs

o New Signature Methods EMail signature & Email signature with OneTimePassword introduced

Agreement Version : 1.4

» Date of Change : 2018-02-01
* Logs
o Audit Events are allowed to have id as Long (number) or UUID

o New Signature Method Click signature introduced

Agreement Version : 1.5

» Date of Change : 2018-05-31
* Logs

o Norwegian BankID is introduced

Agreement Version : 1.6

* Date of Change : 2018-07-31
* Logs

> More information about signature added on attest page
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Agreement Version : 1.7

» Date of Change : 2019-01-16
* Logs

o Draw signature image added on attest page

Agreement Version : 1.8

* Date of Change : 2019-02-01
* Logs

o Message Sent for viewed event added in auditlog.json

Agreement Version : 1.9

* Date of Change : 2019-04-04
* Logs

o Agreement locale added for agreement created event in auditlog.json

Agreement Version : 1.10

» Date of Change : 2019-05-16
* Logs

- Enable rendering of txt files on visual part of the PDF.

Agreement Version : 1.11

* Date of Change : 2019-05-14
* Logs

o Agreement expire on changed event added in auditlog.json

Agreement Version : 1.12

» Date of Change : 2020-04-20
* Logs

o Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13

» Date of Change : 2020-10-22
* Logs

o Finnish EID is introduced

Reference Documentation

Document name

Overview

Container Format

Signing

Validation

BankidValidation

SEID-Prosjektet

Telia Tunnistus

Cryptographic Message Syntax

Description

Gives an overview of the Egreement agreement
function and links to the other documents.

Describes the details of how agreement
information is stored within the container PDF.

Describes how Egreement handles the signature
process.

Describes how to validate a container. Makes
references to other documents for validation
details.

Signature Profile for BankID, v2.3

Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus - Integration guide to
identification broker service, v1.8

https://www.ietf.org/rfc/rfc2630
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Purpose

The purpose of this document is to provide deep knowledge of the signature process making it possible
to verify the signatures of agreements signed using the Egreement service.

Overview

This document describes how Egreement handles the signature process, including all steps from how
to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)
provider implements its signatures.

System

For the agreement signatures to be trustworthy, it is important that a stable and high-quality system
protects the signing process.

All parts providing evidence for the signature, such as hardware, operating system and software, have
to be trusted.

Hardware

Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center
with high availability requirements, used by large banks and e-commerce companies.

Software

For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to
show when certain events occur and are an important evidence when validating an agreement.

The platform synchronizes its time over the standardized Network Time Protocol (NTP).

Electronic Signatures

An electronic signature is any electronic means that indicates either that a person adopts the contents
of an electronic message, or more broadly that the person who claims to have written a message is the
one who wrote it. Examples of electronic signatures are:

* Draw Signature - A handwritten signature drawn on a digital canvas.

» API Signature - A signature created by consuming the web service exposed by Egreement AB.

» SMS Signature - A signature created by responding to an SMS with context specific content.

* Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based





email service.
* Click Signature - A signature created by personalized link.

» Cryptographic Signature - A signature created using a cryptographic key.
Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:

* is uniquely tied to the signatory,

* makes it possible to identify the signatory,

* is created using material only controlled by the signatory and

* is tied to the signed data in such way that any changes can be detected.

Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID
solutions, provide advanced electronic signatures.

Cryptography

Cryptography is a central part of many signature solutions, for example to provide tamper-proof
agreement files.

The following chapters introduce some concepts needed to understand cryptography based signatures.

Cryptographic Hash Functions

A cryptographic hash function is any function that can be used to map data of arbitrary size to data of
fixed size where it is practically impossible to find two pieces of input that produces the same hash
value. It is a one way transformation that produces the same result every time. The result is called a
hash and since it is a one way function, it is not possible to re-create the input behind a hash.

Examples on hash functions are:

* SHA.2
 RIPEMD
* Whirlpool

Asymmetric Encryption

In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric
encryption. The difference between them is that the symmetric encryption uses one single key for both
encryption and decryption, while asymmetric uses one key for encryption and another for decryption.
The fact that there are two keys can also be used for creating signatures and serves as a base for many
types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure
(PKD).





Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only
key that can decrypt the crypto text is the other key belonging to the pair. One key is private and
should not be shared with anyone, the other is public and is used to verify signatures created with the
private key.

Examples on asymmetric keys are:

* RSA
* DSA

Digital Signatures

When signing using asymmetric keys, the signature result is called a raw signature and is just a binary
blob of a specific size, without any information at all. In order for the signature to be used in a
distributed environment, there is a need to add information on who signed the blob, what was signed
and so on.

The combination of metadata and the raw signature is called a digital signature. Some information is
optional:

 Signature time

X.509 Signature Certificate

X.509 CA Certificates (who issued the X.509 Signature Certificate)
 Signature text (TBS)

* Hash algorithms used

« Signature algorithm used

* The raw signature
Examples on digital signature formats are:

* CadES/CMS/PKCS#7
* XAdES

Signing
To sign an agreement a number of actions need to be executed:

* Create text representation of agreement

* Create digital signature





Create text representation

For advanced electronic signatures, where the agreement contents is logically tied to the created
signature, the text needs to be prepared in order to suit the signing method used. The textual
representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text
that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata
with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.
It is not possible to sign the actual agreements, since there is a risk that the agreement files are too
large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and
create a representation of it.

For non advanced signatures, where the agreement contents is not directly tied to the signature, the
above preparation is normally not needed.

Digital signature clients allow us to send two different types of TBS. They are:
* Visible TBS
* Hidden TBS

Visible TBS

TBS text that is exposed to the signatories by the digital signature clients. General information about
the Agreement is supplied to digital signature clients as a visible TBS.

Format

I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016

Hidden TBS

TBS text that is hidden from the signatories by the digital signature clients. Agreement content is
reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients
as a hidden TBS.

Format





Content:

"Contract"
1103 b497 984e 433c 38d4 fdef 775 33ad Ocef 8c@7 9995 5b37 7c8e eddf 66f7 de73

"Codes of conduct"
2c¢f9 688d c483 2085 1112 6120 9001 58b2 ab2e 62b1 afd5 acch ebbb 5134 c7a4 9012

Create Digital Signature

For advanced electronic signatures, the cryptographic signature is created by applying the private key
from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset
is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods
describes all methods supported.

For non advanced signatures, signature creation will vary depending on the method.

Signature Methods

Currently, the following signing methods are supported:

» Swedish BankID (advanced electronic signature)

* Norwegian BankID (advanced electronic signature)
* Finnish strong identification

* Telia EID (advanced electronic signature)

* Draw Signature

* API Signature

* SMS Signature

* Email Signature with OneTimePassword

* Click Signature

These are described in detail below.

Swedish BankID

Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is
owned by a number of large swedish banks.





It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a
number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in BankID Signature profile.

Audit log
Each signature transaction provides information used in user interface and audit logging:

» personNr - In the form of a Swedish personal identity number.
* personSurname - Surname in capital letters.

» personGivenName - Given name in capital letters.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid or bankid-otherunit.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate
Validate the signature according to BankID Signature profile.
Output from validation to provide to Signee Validation in Container Format is:

* User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the
signature.

» Hashed TBS.
* TBS Hash algorithm.

Norwegian BankID

Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.

It is a PKI based solution that uses a one time password in combination with a personal password,
supported on a number of platforms for desktop and mobile.

Signature format

The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.





Audit log
Each signature transaction provides information used in user interface and audit logging:

* personNr - In the form of a Norwegian personal identity number, when available.
* name - Surname and Given name with initial capital letter.

* startDate - Date when signing was started.

* signatureMethod - Will be bankid-no or bankid-no-mobile.

* transactionld - Transaction ID from backend system.

 signature - Evidence, base64 encoded.

How to validate

The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-
signed-documents/

» Base64 encoded TBS.
* TBS RS256 algorithm

Finnish strong identification

Strong identification broker services are provided by Telia Finland for banks and mobile operators in
the Finnish Trust Network ("FTN").

Identity format
Telia produces a signed JWT which contains information about the person.

Table 1. Signed Attributes

Attribute Name Attribute Value

urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkil6tunnus

urn:0id:2.16.840.1.113730.3.1.241 Full name

urn:oid:2.5.4.4 Surname

urn:oid:1.2.246.575.1.14 Given name

More information can be found in Telia Tunnistus.

Audit log

Each signature transaction provides information used in user interface and audit logging:
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personNr - Finnish personal identity code.

* personSurname - Surname

personGivenName - Given name

startDate - Date when signing was started.

signatureMethod - Will be eid-fi.

* transactionld - Transaction ID from backend system.

signature - Signed JWT (from Telia).

publicKey - Public key (JWK) for the signed JWT (from Telia).

How to validate

The signed JWT can be verified using the public key.

Telia

Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID
service.

Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private
users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are
issued by Telia.

Signature format

The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The
top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)

SignerInfo entry in signerInfos. The following signed attributes are included in the Signerinfo
signedAttrs:

Table 2. Signed Attributes

Attribute Name Attribute Value
1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)
1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing

1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.





* personSurname - Surname

* personGivenName - Given name

* startDate - Date when signing was started.

* signatureMethod - Will be telia.

* transactionld - Transaction ID from backend system.

* signature - Signature, base64 encoded.

How to validate

Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic
Message Syntax.

Output from validation to provide to Signee Validation in Container Format is:
» User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7
signature.

* Hashed TBS
* Hash algorithm

Draw Signature

The draw signature signing method is an electronic counterpart to traditional handwritten signatures.
Using draw signature, the end user draws a signature on a web canvas. The signing method is not
classified as an advanced electronic signature in that it does not tie the user to the contents signed and
does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic
signatures are not required.

Signature format

The signature is represented as a SVG/PNG image.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be draw-signature.

* signature - The SVG or PNG image, base64 encoded.





* signatureContentType - The content type of signature eg. image/svg, image/png.

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature. Also, as the case of traditional handwritten signatures where
there are no formal requirements placed, ocular comparison does not add to trustworthiness.

API Signature

The API Signature is an electronic signature which is done by consuming the web service exposed by
Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web
service. Using this method, user can also send the timestamp of actual time when the sign event took
place. This signing method is not classified as an advanced electronic signature in that it does not tie
the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in
use cases where advanced electronic signatures are not required.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

» personNr - In the form of a swedish personal number.

* personSurname - Surname

* personGivenName - Givenname

* signatureMethod - Will be api-signature.

* signedOn - Time at which the agreement was actually signed (stated by user)

How to validate

Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the
same way as an advanced signature.

SMS Signature

SMS Signature is an electronic signature created by responding to an SMS with context specific
content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered
mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP
Number is generated by TOTP algorithm by hashing the current time along with the agreement
information. OTP can be regenerated and verified by the same logic provided the given time &
agreement information are same.
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Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* mobile - Mobile no of the signee.

* timestamp - Date when signing was started.

« agreementName - Name of the agreeement.

* signatureMethod - Will be sms-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, mobile, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + mobile + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Email Signature with OneTimePassword

Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)
based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to
the registered email address of the signee. The Signee has to submit the OTP in order to sign the
agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with
the agreement information. OTP can be regenerated and verified by the same logic, provided the given
time & agreement information are same.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:
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* email - Email address of the signee.

* timestamp - Date when signing was started.
« agreementName - Name of the agreeement.
* signatureMethod - Will be email-signature.

OTP - One Time Password.

How to validate

One Time Password (OTP) can be verified using the following algorithm from the attributes
(agreementName, email, timestamp).
* HASHLG : Use SHA-256 algorithm to generate hash of the given input.
* hash (array): HASHLG( agreementName + email + timestamp)
» random (function): hash[ ${param1} ] & ${param2} << ${param3}
* otp : Follow the below steps to generate OTP from the hash.
o offset = random(hash.length - 1, 15, 0)

o binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |
random(offset + 3, 255, 0)

o otp = binary % 1000000
o If the output is less than 6 digits, add the remaining digits as '0' in prefix.

* Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.

Click Signature

Click signature is an electronic signature created by using a personalized link. The personalized link
can be shared by email or directly in an integrated application. When the signee visits the link, it will
take him to the agreement review page where he can click the sign button to sign the agreement.

Audit log

Each signature provides data for the Agreement Signed specified in Container Format. The data
provided is:

* email - Email address of the signee.
* timestamp - Date when signing was started.

* signatureMethod - Will be click-signature.

How to validate

Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has

12





to keep the link secret.
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Purpose

Agreements might need validation in case of disputes where one or more contracting parties renounce
that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s
service is self-contained, tamper proof and legally binding, validating the agreement can be enough to
settle legal disputes. This document describes all the steps needed to validate the agreement.

Overview

Validating an agreement is quite a complicated process requiring technical skills or software. The
agreement is stored as a PDF container where any proof of the validity of the agreement is contained
inside the actual container. The process spans from controlling the actual agreement content to
validating the Public Key Infrastructure (PKI) signature status.

The parts that should be validated and covered by this and other references documents are:

e Container validation
* Agreement content

* Retracing signature steps

Container Validation

Verify that the container is an agreement PDF container. See the "Container Content" chapter in
Container Format.

Agreement Content

Read and validate all parts of the agreement attached to the container. See "PDF Container" Container
Format how to locate all files of the agreement.

Retracing Signature Steps

The audit log is a list of entries holding all actions associated with the agreement, from creating the
agreement to the last signee signing the agreement. The list is sorted by the time each action was
logged.

Audit Log Validation Process

Validate each audit entry in the log according to the "How to validate" section of each specific audit
entry type chapter. The audit entry types are described in detail in Container Format, where each





entry type is described in a separate chapter.

If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is
considered invalid.

If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is
important to establish if the agreement is considered invalid because someone has tampered with it, or
if there are errors in the tools or in the documentation?

References

Document name Description

Overview Gives an overview of the Egreement agreement
function and links to the other documents.

Container Format Describes the details of how agreement
information is stored within the container PDF.

Signing Describes how Egreement handles the signature
process.

Validation Describes how to validate a container. Makes
references to other documents for validation
details.

BankidValidation Signature Profile for BankID, v2.3

SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for

langtidslagring og utveksling av elektroniske
signaturer, v1.01

Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8

Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References




Verifikat
Titel: Arsredovisning Brf Borren 36 2020
ID: 82ah4990-863e-11eb-a195-25255b295f 14

Status: Signerat av ala
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Persson Solenberg

Farzad Fooladvandi
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FOOLADVANDI

Grant Thornton Sweden AB 5563569382

Maria Johansson
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Signerat: 2021-03-17 17:02 BanklD Maria Eva-L otta Johansson

Lena Nordstrém
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Andreas Eka

andreas.eka@gmail.com

Signerat: 2021-03-16 21:59 BankID 199302011177, Bror
Andreas Teodor Eka

Johan Johnsson

johan.johnsson84@hotmail.com

Signerat: 2021-03-17 13:04 BanklD 198403274734, Karl
Johan Henrik Johnsson
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Filnamn Storlek Kontrollsumma
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Datum Tid Handelse
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2021-03-16 15:21 Signerat | Bjorn Flodkvist
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Signerat | Lena Nordstrém
Genomfort med: BanklD av LENA INGEGERD NORDSTROM, 195704067163. | P:
178.16.208.254

Signerat | William Persson Solenberg
Genomfort med: BanklD av Birk William Persson Solenberg, 199211285474. |P; 178.16.208.60

Signerat | Andreas Eka
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Verifikat utférdat av Egreement AB

Detta verifikat bekraftar vilka parter som har signerat och innehdller relevant information for att verifiera parternas identitet samt
relevanta handelser i anglutning till signering. Till detta finns separata datefiler bifogade, dessainnehdller kompletterande information av
teknisk karaktar och styrker dokumentens och signaturernas akthet och validitet (for atkomst till filerna, anvand en PDF-l&sare som kan
visa bifogade filer). Hash &r ett fingeravtryck som varje individuellt dokument far for att sakerstélla dess identitet. For mer information,
se bifogad dokumentation.
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