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Styrelsen för bostadsrättsföreningen Killingen, organisationsnummer 722000-2153, avger härmed följande
årsredovisning för räkenskapsåret 2020-01-01 - 2020-12-31. Om inte annat särskilt anges, redovisas alla
belopp i hela kronor.

 

Förvaltningsberättelse
Verksamheten
Allmänt om verksamheten
Föreningen upplåter bostadsrätter i Linköping på adressen Axgränd 3.
Marken ägs av föreningen.
Föreningen bildades 1995-05-10. Byggnaden är uppförd år 1945.
Föreningen är en äkta bostadsrättsförening.

Spridningen av coronaviruset har inte påverkat utvecklingen av föreningens verksamhet, ställning och
resultat.

 
Beskattning
Då föreningens verksamhet till klart övervägande del består i att åt sina medlemmar tillhandahålla
bostäder i byggnader som ägs av föreningen beskattas föreningen som ett privatbostadsföretag.

 
Föreningens säte är i Linköping.

 
Föreningen disponerar tomten genom:
Äganderätt

 

Försäkring
Fastigheten är fullvärdeförsäkrad hos IF.

 
Styrelse
Ordförande Jan Zejlon
Ledamot Bengt Hammargren
Ledamot Tobias Falkhäll
Ledamot Susanne Jonsson
Ledamot Camilla Nilsson
Suppleant Fredrik Johansson

 
Styrelsen har under året hållit 4 sammanträden.

 
Föreningsstämma
Ordinarie föreningsstämma hölls 2020-06-08
På stämman deltog 5 medlemmar.

 

 

Revisor
Extern Grant Thornton Sweden AB
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Information om fastigheten
Föreningens adress:
Axgränd 3 Linköping
Nybyggnadsår: 1946
Ombyggnadsår: 1993
Värdeår: 1946

 
Fastighetsbeteckning: Killingen 2

 

762

Bostadslägenheter
upplåtna med bostadsrätt

Antal Total yta m²

1 rok 3 78
2 rok 12 684
Summa 15

 

Lokaler
upplåtna med hyresrätt

Antal Total yta m²

1 18
 

Föreningen har tre parkeringsplatser för
uthyrning, vilka hyrs av tre medlemmar i
föreningen.

Väsentliga händelser under räkenskapsåret
I februari var så äntligen solcellsprojektet igång efter många hinder på vägen.
Under mars startades en radonmätning i fastigheten.
I april påbörjades en trädgårdsrenovering som i början av maj var inne i sin slutfas.
Brf Killingen och bostadsföreningen bakom fastigheten kom överens om att dela på kostnaden för ett
staket mellan fastigheterna.
I november påbörjades installationen av en el-laddstolpe samt två stolpar för motorvärmare på
parkeringen.
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Medlemsinformation
19

3

3

Medlemmar vid räkenskapsårets början

Tillkommande medlemmar under året

Avgående medlemmar under året

Under året har 1 överlåtelse skett.
 

15 bostadsrätter
 

19 medlemmar vid räkenskapsårets slut
 

Flerårsöversikt

2020 2019 2018 2017

Nettoomsättning, tkr 564 509 465 465
Resultat efter finansiella poster, tkr -636 -807 -40 27
Soliditet¹, % -6 25 68 69
Balansomslutning 1 687 2 128 1 986 1 996
Årsavgift/kvm bostadsrättsyta 636 636 578 578

¹ Justerat eget kapital i procent av balansomslutning
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233 594

-636 263

34 800

-250 000

-187 469

Förändringar i eget kapital

Insatser Fond för yttre
underhåll

Balanserat
resultat

Årets
resultat

Belopp vid årets ingång 13 100 362 535 969 675 -807 056
Resultatdisposition enligt stämman:
Reservering fond för yttre underhåll 34 800 -34 800
Ianspråktagande av fond för yttre underhåll -105 775 105 775
Balanseras i ny räkning -807 056 807 056
Årets resultat -636 263
Belopp vid årets utgång 13 100 291 560 233 594 -636 263

 

Resultatdisposition
Till föreningsstämmans förfogande står följande medel:

Balanserat resultat

Årets resultat

Styrelsen föreslår att medlen disponeras enligt följande:

Till föreningens fond för yttre underhåll avsättes

Ianspråktagande av fond för yttre underhåll

Balanseras i ny räkning

Avsättning yttre underhåll görs med 0,3% av fastighetens taxeringsvärde.
Ianspråktagande enligt underhållsplan.

 

Totalt -402 669

Totalt -402 669

Bostadsrättsföreningen Killingen
722000-2153

5 (13)

ID
:d

73
82

e2
0-

86
24

-1
1e

b-
93

05
-4

96
d7

01
34

93
c

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

Resultaträkning

1 januari - 31 december Not 2020 2019

 
RÖRELSEINTÄKTER
Nettoomsättning 1 563 843 508 764
Övriga rörelseintäkter 180 118

Summa Rörelseintäkter 564 023 508 882
 
RÖRELSEKOSTNADER
Driftkostnader 2 -1 026 802 -1 154 427
Övriga externa kostnader 3 -44 065 -45 483
Personalkostnader -10 513 -10 513
Avskrivningar -105 408 -83 115

Summa Rörelsekostnader -1 186 788 -1 293 538
 
RÖRELSERESULTAT -622 765 -784 656
 
FINANSIELLA POSTER
Räntekostnader och liknande resultatposter -13 498 -22 400

Summa Finansiella poster -13 498 -22 400
 
RESULTAT EFTER FINANSIELLA POSTER -636 263 -807 056
 
RESULTAT FÖRE SKATT -636 263 -807 056
 
ÅRETS RESULTAT -636 263 -807 056
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Balansräkning

TILLGÅNGAR Not 2020-12-31 2019-12-31

 
ANLÄGGNINGSTILLGÅNGAR
Materiella anläggningstillgångar
Byggnader och mark 4 1 337 359 1 284 660
Inventarier, verktyg och installationer 5 20 475 27 111

Summa materiella anläggningstillgångar 1 357 834 1 311 771
 
SUMMA ANLÄGGNINGSTILLGÅNGAR 1 357 834 1 311 771
 
OMSÄTTNINGSTILLGÅNGAR
Kortfristiga fordringar
Övriga fordringar 679 7 679
Förutbetalda kostnader och upplupna intäkter 6 35 966 35 448

Summa kortfristiga fordringar 36 645 43 127
 
Kassa och bank
Kassa och bank 292 072 773 359

Summa kassa och bank 292 072 773 359
 
SUMMA OMSÄTTNINGSTILLGÅNGAR 328 717 816 486
 
SUMMA TILLGÅNGAR 1 686 551 2 128 257
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Balansräkning
EGET KAPITAL OCH SKULDER Not 2020-12-31 2019-12-31

 
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 13 100 13 100
Fond för yttre underhåll 291 560 362 535

Summa bundet eget kapital 304 660 375 635
Fritt eget kapital
Balanserat resultat 233 594 969 675
Årets resultat -636 263 -807 056

Summa fritt eget kapital -402 669 162 619
SUMMA EGET KAPITAL -98 009 538 254
 
Långfristiga skulder
Skulder till kreditinstitut 7 1 639 500 1 459 250

Summa långfristiga skulder 1 639 500 1 459 250
 
Kortfristiga skulder
Skulder till kreditinstitut 7 28 000 28 000
Leverantörsskulder 53 806 54 136
Skatteskulder 1 690 910
Övriga skulder 1 120 0
Upplupna kostnader och förutbetalda intäkter 8 60 444 47 707

Summa kortfristiga skulder 145 060 130 753
 
SUMMA EGET KAPITAL OCH SKULDER 1 686 551 2 128 257
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Noter
Redovisningsprinciper

Årsredovisningen är upprättad i enlighet med årsredovisningslagen och Bokföringsnämndens
allmänna råd (BFNAR 2016:10) om årsredovisning i mindre företag.

Avskrivning
Tillämpade avskrivningstider:

 

Not 1. Nettoomsättning 2020 2019

Årsavgifter bostäder 484 824 484 824
Hyresintäkter garage och p-platser 5 400 5 400
Kabel-TV 18 540 18 540
Debiterade elkostnader 55 079 0
Totalt nettoomsättning 563 843 508 764
 

Anläggningstillgång Nyttjandeperiod (år) Avskrivning (%)

Byggnad, lägenhetsdörrar 2 50

Takrenovering 5 20

Bredband 10 10

Fönstermålning 10 10

Fönster 3,3 30

Asfaltering gård 10 10

Tak-Solceller 10 10

Inventarier 20 5
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Not 2. Driftkostnader 2020 2019

Fastighetsel 23 225 18 790
Uppvärmning 99 230 103 167
Vatten 28 487 26 771
Sophämtning 9 557 10 043
Radonmätning 6 250 0
Fastighetsskötsel 71 068 65 340
Snöröjning 438 2 030
Bredband 1 548 436
Kabel-TV 46 568 51 470
Försäkring 18 666 15 937
Fastighetsavgift/fastighetsskatt 21 435 20 655
Förbrukningsmaterial 566 1 836
Förbrukningsinventarier 6 000 0
Reparation och underhåll 0 105 775
Rep/underhåll tak 337 0
Rep/underhåll fasad 49 548 0
Rep/underhåll portar och lås 0 42
Rep/underhåll tvättstuga 4 319 5 919
Rep/underhåll el 3 933 5 625
Rep/underhåll uppvärmning 0 1 813
Rep/underhåll VVS 7 655 5 632
Rep/underhåll ventilation 0 3 178
Rep/underhåll gård/trädgård 624 375 709 968
Rep/underhåll material 3 597 0
Totalt driftkostnader 1 026 802 1 154 427
 

Not 3. Övriga externa kostnader 2020 2019

Föreningsstämma 900 600
Arvode ekonomisk förvaltning 20 084 19 764
Extra ekonomisk förvaltning 2 092 2 212
Revisionsarvode 9 458 8 890
Bankkostnader 1 855 1 723
Övriga administrativa kostnader 1 512 700
Föreningsomkostnader 344 805
Övriga omkostnader 7 820 10 789
Totalt övriga externa kostnader 44 065 45 483
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Not 4. Byggnader och mark 2020-12-31 2019-12-31
Ackumulerade anskaffningsvärden
Ingående anskaffningsvärden 2 979 036 2 846 567
Anskaffningsvärde mark 16 000 16 000
Inköp 151 471 132 469
Utgående anskaffningsvärden 3 146 507 2 995 036
Ackumulerade avskrivningar
Ingående avskrivningar - 1 710 377 - 1 633 344
Årets avskrivningar - 98 772 - 77 032
Utgående avskrivningar -1 809 149 -1 710 376
Utgående redovisat värde 1 337 358 1 284 660

Taxeringsvärden
Taxeringsvärde byggnader 6 000 000 6 000 000
Taxeringsvärde mark 5 600 000 5 600 000

11 600 000 11 600 000
 

Not 5. Inventarier, verktyg och installationer 2020-12-31 2019-12-31

Ackumulerade anskaffningsvärden
Ingående anskaffningsvärden 33 194 0
Inköp 0 33 194
Utgående anskaffningsvärden 33 194 33 194
Ackumulerade avskrivningar
Ingående avskrivningar - 6 083 - 0
Årets avskrivningar - 6 636 - 6 083
Utgående avskrivningar -12 719 -6 083
Utgående redovisat värde 20 475 27 111
 

Not 6. Förutbetalda kostnader och upplupna intäkter 2020-12-31 2019-12-31

If Skadeförsäkring 19 134 18 666
FRUBO AB 5 035 5 021
Com Hem AB 11 797 11 761
Summa 35 966 35 448
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Not 7. Skulder till kreditinstitut

Villkors-
ändringsdag

Räntesats
2020-12-31

Belopp
2020-12-31

Belopp
2019-12-31

SHB 8559 2022-01-30 1,29 % 973 750 988 750
SHB 75664 2023-06-01 1,29 % 693 750 0
SHB 549672 3 mån 1,7 % 0 498 500
Summa skulder till kreditinstitut 1 667 500 1 487 250
 
Kortfristig del av skulder till kreditinstitut -28 000 -28 000

1 639 500 1 459 250
 
Skuld som förfaller senare än 5 år beräknas till 1 527 500 kr.
De skulder som förfaller under kommande år avses förlängas i takt med att de löper ut, de redovisas
därför som långfristig skuld.

Not 8. Upplupna kostnader och förutbetalda intäkter 2020-12-31 2019-12-31

Uppl kostn/förutb intäkt 8 000 8 000
Uppl arbetsgivaravgifter 2 513 2 513
Uppl utgiftsräntor 2 213 1 533
Förskottsbet avgift/hyra 47 718 35 661
Summa 60 444 47 707
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Not 9. Ställda säkerheter 2020-12-31 2019-12-31

Fastighetsinteckningar 1 509 000 1 509 000
Summa: 1 509 000 1 509 000
 

Underskrifter
Linköping den _______ / _______ 2021

 

 

Jan Zejlon Bengt Hammargren

Tobias Falkhäll Susanne Jonsson

Camilla Nilsson

Vår revisionsberättelse har lämnats 2021 -

Grant Thornton Sweden AB
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REVISIONSBERÄTTELSE 

Till föreningsstämman i Brf Killingen 
Org. nr. 722000-2153

Rapport om årsredovisningen 

Uttalanden 

Vi har utfört en revision av årsredovisningen för 
bostadsrättsföreningen för räkenskapsåret 2020-01-01 -- 2020-12-31. 

Enligt vår uppfattning har årsredovisningen upprättats i enlighet med 
årsredovisningslagen och ger en i alla väsentliga avseenden rättvisande 
bild av föreningens finansiella ställning per den 31 december 2020 och 
av dess finansiella resultat för året enligt årsredovisningslagen. 
Förvaltningsberättelsen är förenlig med årsredovisningens övriga 
delar. 

  Vi tillstyrker därför att föreningsstämman fastställer 
resultaträkningen och balansräkningen. 

Grund för uttalanden 

Vi har utfört revisionen enligt International Standards on Auditing 
(ISA) och god revisionssed i Sverige. Vårt ansvar enligt dessa 
standarder beskrivs närmare i avsnittet "Revisorns ansvar". Vi är 
oberoende i förhållande till föreningen enligt god revisorssed i Sverige 
och har i övrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav. 

   Vi anser att de revisionsbevis vi har inhämtat är tillräckliga och 
ändamålsenliga som grund för våra uttalanden. 

Styrelsens ansvar 

Det är styrelsen som har ansvaret för att årsredovisningen upprättas 
och att den ger en rättvisande bild enligt årsredovisningslagen. 
Styrelsen ansvarar även för den interna kontroll som den bedömer är 
nödvändig för att upprätta en årsredovisning som inte innehåller några 
väsentliga felaktigheter, vare sig dessa beror på oegentligheter eller på 
fel. 

Vid upprättandet av årsredovisningen ansvarar styrelsen för 
bedömningen av föreningens förmåga att fortsätta verksamheten. Den 
upplyser, när så är tillämpligt, om förhållanden som kan påverka 
förmågan att fortsätta verksamheten och att använda antagandet om 
fortsatt drift. Antagandet om fortsatt drift tillämpas dock inte om 
beslut har fattats om att avveckla verksamheten. 

Revisorns ansvar 

Våra mål är att uppnå en rimlig grad av säkerhet om huruvida 
årsredovisningen som helhet inte innehåller några väsentliga 
felaktigheter, vare sig dessa beror på oegentligheter eller på fel, och att 
lämna en revisionsberättelse som innehåller våra uttalanden. Rimlig 
säkerhet är en hög grad av säkerhet, men är ingen garanti för att en 
revision som utförs enligt ISA och god revisionssed i Sverige alltid 
kommer att upptäcka en väsentlig felaktighet om en sådan finns. 
Felaktigheter kan uppstå på grund av oegentligheter eller fel och anses 
vara väsentliga om de enskilt eller tillsammans rimligen kan förväntas 
påverka de ekonomiska beslut som användare fattar med grund i 
årsredovisningen. 

Som del av en revision enligt ISA använder vi professionellt omdöme 
och har en professionellt skeptisk inställning under hela revisionen. 
Dessutom: 

•  identifierar och bedömer vi riskerna för väsentliga felaktigheter i 
årsredovisningen, vare sig dessa beror på oegentligheter eller på fel, 
utformar och utför granskningsåtgärder bland annat utifrån dessa 
risker och inhämtar revisionsbevis som är tillräckliga och 
ändamålsenliga för att utgöra en grund för våra uttalanden. Risken för 
att inte upptäcka en väsentlig felaktighet till följd av oegentligheter är 
högre än för en väsentlig felaktighet som beror på fel, eftersom 
oegentligheter kan innefatta agerande i maskopi, förfalskning, 
avsiktliga utelämnanden, felaktig information eller åsidosättande av 
intern kontroll. 

•  skaffar vi oss en förståelse av den del av föreningens interna 
kontroll som har betydelse för vår revision för att utforma 
granskningsåtgärder som är lämpliga med hänsyn till 
omständigheterna, men inte för att uttala oss om effektiviteten i den 
interna kontrollen. 

•  utvärderar vi lämpligheten i de redovisningsprinciper som används 
och rimligheten i styrelsens uppskattningar i redovisningen och 
tillhörande upplysningar. 

•  drar vi en slutsats om lämpligheten i att styrelsen använder 
antagandet om fortsatt drift vid upprättandet av årsredovisningen. Vi 
drar också en slutsats, med grund i de inhämtade revisionsbevisen, om 
huruvida det finns någon väsentlig osäkerhetsfaktor som avser sådana 
händelser eller förhållanden som kan leda till betydande tvivel om 
föreningens förmåga att fortsätta verksamheten. Om vi drar slutsatsen 
att det finns en väsentlig osäkerhetsfaktor, måste vi i 
revisionsberättelsen fästa uppmärksamheten på upplysningarna i 
årsredovisningen om den väsentliga osäkerhetsfaktorn eller, om 
sådana upplysningar är otillräckliga, modifiera uttalandet om 
årsredovisningen. Våra slutsatser baseras på de revisionsbevis som 
inhämtas fram till datumet för revisionsberättelsen. Dock kan framtida 
händelser eller förhållanden göra att en förening inte längre kan 
fortsätta verksamheten. 

•  utvärderar vi den övergripande presentationen, strukturen och 
innehållet i årsredovisningen, däribland upplysningarna, och om 
årsredovisningen återger de underliggande transaktionerna och 
händelserna på ett sätt som ger en rättvisande bild. 

Vi måste informera styrelsen om bland annat revisionens planerade 
omfattning och inriktning samt tidpunkten för den. Vi måste också 
informera om betydelsefulla iakttagelser under revisionen, däribland 
de betydande brister i den interna kontrollen som vi identifierat. 

ID
:a

5a
51

85
0-

86
2e

-1
1e

b-
89

87
-3

7e
48

ae
65

bc
a

St
at

us
: S

ig
ne

ra
t a

v 
al

la



 

2 (2) 

Rapport om andra krav enligt lagar och andra 
författningar 

Uttalanden 

Utöver vår revision av årsredovisningen har vi även utfört en revision 
av styrelsens förvaltning för föreningen för räkenskapsåret 2020-01-01 
-- 2020-12-31 samt av förslaget till dispositioner beträffande 
föreningens vinst eller förlust. 

Vi tillstyrker att föreningsstämman disponerar resultatet enligt 
förslaget i förvaltningsberättelsen och beviljar styrelsens ledamöter 
ansvarsfrihet för räkenskapsåret. 

Grund för uttalanden 

Vi har utfört revisionen enligt god revisionssed i Sverige. Vårt ansvar 
enligt denna beskrivs närmare i avsnittet "Revisorns ansvar". Vi är 
oberoende i förhållande till föreningen enligt god revisorssed i Sverige 
och har i övrigt fullgjort vårt yrkesetiska ansvar enligt dessa krav. 

Vi anser att de revisionsbevis vi har inhämtat är tillräckliga och 
ändamålsenliga som grund för våra uttalanden. 

Styrelsens ansvar 

Det är styrelsen som har ansvaret för förslaget till dispositioner 
beträffande föreningens vinst eller förlust. Vid förslag till utdelning 
innefattar detta bland annat en bedömning av om utdelningen är 
försvarlig med hänsyn till de krav som föreningens verksamhetsart, 
omfattning och risker ställer på storleken av föreningens egna kapital, 
konsolideringsbehov, likviditet och ställning i övrigt. 

Styrelsen ansvarar för föreningens organisation och förvaltningen av 
föreningens angelägenheter. Detta innefattar bland annat att 
fortlöpande bedöma föreningens ekonomiska situation och att tillse 
att föreningens organisation är utformad så att bokföringen, 
medelsförvaltningen och föreningens ekonomiska angelägenheter i 
övrigt kontrolleras på ett betryggande sätt. 

Revisorns ansvar 

Vårt mål beträffande revisionen av förvaltningen, och därmed vårt 
uttalande om ansvarsfrihet, är att inhämta revisionsbevis för att med 
en rimlig grad av säkerhet kunna bedöma om någon styrelseledamot i 
något väsentligt avseende: 

•  företagit någon åtgärd eller gjort sig skyldig till någon försummelse 
som kan föranleda ersättningsskyldighet mot föreningen, eller 

•  på något annat sätt handlat i strid med bostadsrättslagen, tillämpliga 
delar av lagen om ekonomiska föreningar, årsredovisningslagen eller 
stadgarna. 

Vårt mål beträffande revisionen av förslaget till dispositioner av 
föreningens vinst eller förlust, och därmed vårt uttalande om detta, är 
att med rimlig grad av säkerhet bedöma om förslaget är förenligt med 
bostadsrättslagen. 

Rimlig säkerhet är en hög grad av säkerhet, men ingen garanti för att 
en revision som utförs enligt god revisionssed i Sverige alltid kommer 
att upptäcka åtgärder eller försummelser som kan föranleda 
ersättningsskyldighet mot föreningen, eller att ett förslag till 
dispositioner av föreningens vinst eller förlust inte är förenligt med 
bostadsrättslagen. 

Som en del av en revision enligt god revisionssed i Sverige använder vi 
professionellt omdöme och har en professionellt skeptisk inställning 
under hela revisionen. Granskningen av förvaltningen och förslaget till 
dispositioner av föreningens vinst eller förlust grundar sig främst på 
revisionen av räkenskaperna. Vilka tillkommande granskningsåtgärder 
som utförs baseras på vår professionella bedömning med 
utgångspunkt i risk och väsentlighet. Det innebär att vi fokuserar 
granskningen på sådana åtgärder, områden och förhållanden som är 
väsentliga för verksamheten och där avsteg och överträdelser skulle ha 
särskild betydelse för föreningens situation. Vi går igenom och prövar 
fattade beslut, beslutsunderlag, vidtagna åtgärder och andra 
förhållanden som är relevanta för vårt uttalande om ansvarsfrihet. 

Som underlag för vårt uttalande om styrelsens förslag till dispositioner 
beträffande föreningens vinst eller förlust har vi granskat om förslaget 
är förenligt med lagen om ekonomiska föreningar. 

 

 

Norrköping mars 2021 

 

Grant Thornton Sweden AB 

 

Maria Johansson 

Auktoriserad revisor 
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Styrelsen för bostadsrättsföreningen Killingen, organisationsnummer 722000-2153, avger härmed följande
årsredovisning för räkenskapsåret 2020-01-01 - 2020-12-31. Om inte annat särskilt anges, redovisas alla
belopp i hela kronor.


 


Förvaltningsberättelse
Verksamheten
Allmänt om verksamheten
Föreningen upplåter bostadsrätter i Linköping på adressen Axgränd 3.
Marken ägs av föreningen.
Föreningen bildades 1995-05-10. Byggnaden är uppförd år 1945.
Föreningen är en äkta bostadsrättsförening.


Spridningen av coronaviruset har inte påverkat utvecklingen av föreningens verksamhet, ställning och
resultat.


 
Beskattning
Då föreningens verksamhet till klart övervägande del består i att åt sina medlemmar tillhandahålla
bostäder i byggnader som ägs av föreningen beskattas föreningen som ett privatbostadsföretag.


 
Föreningens säte är i Linköping.


 
Föreningen disponerar tomten genom:
Äganderätt


 


Försäkring
Fastigheten är fullvärdeförsäkrad hos IF.


 
Styrelse
Ordförande Jan Zejlon
Ledamot Bengt Hammargren
Ledamot Tobias Falkhäll
Ledamot Susanne Jonsson
Ledamot Camilla Nilsson
Suppleant Fredrik Johansson


 
Styrelsen har under året hållit 4 sammanträden.


 
Föreningsstämma
Ordinarie föreningsstämma hölls 2020-06-08
På stämman deltog 5 medlemmar.


 


 


Revisor
Extern Grant Thornton Sweden AB
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Information om fastigheten
Föreningens adress:
Axgränd 3 Linköping
Nybyggnadsår: 1946
Ombyggnadsår: 1993
Värdeår: 1946


 
Fastighetsbeteckning: Killingen 2


 


762


Bostadslägenheter
upplåtna med bostadsrätt


Antal Total yta m²


1 rok 3 78
2 rok 12 684
Summa 15


 


Lokaler
upplåtna med hyresrätt


Antal Total yta m²


1 18
 


Föreningen har tre parkeringsplatser för
uthyrning, vilka hyrs av tre medlemmar i
föreningen.


Väsentliga händelser under räkenskapsåret
I februari var så äntligen solcellsprojektet igång efter många hinder på vägen.
Under mars startades en radonmätning i fastigheten.
I april påbörjades en trädgårdsrenovering som i början av maj var inne i sin slutfas.
Brf Killingen och bostadsföreningen bakom fastigheten kom överens om att dela på kostnaden för ett
staket mellan fastigheterna.
I november påbörjades installationen av en el-laddstolpe samt två stolpar för motorvärmare på
parkeringen.
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Medlemsinformation
19


3


3


Medlemmar vid räkenskapsårets början


Tillkommande medlemmar under året


Avgående medlemmar under året


Under året har 1 överlåtelse skett.
 


15 bostadsrätter
 


19 medlemmar vid räkenskapsårets slut
 


Flerårsöversikt


2020 2019 2018 2017


Nettoomsättning, tkr 564 509 465 465
Resultat efter finansiella poster, tkr -636 -807 -40 27
Soliditet¹, % -6 25 68 69
Balansomslutning 1 687 2 128 1 986 1 996
Årsavgift/kvm bostadsrättsyta 636 636 578 578


¹ Justerat eget kapital i procent av balansomslutning
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233 594


-636 263


34 800


-250 000


-187 469


Förändringar i eget kapital


Insatser Fond för yttre
underhåll


Balanserat
resultat


Årets
resultat


Belopp vid årets ingång 13 100 362 535 969 675 -807 056
Resultatdisposition enligt stämman:
Reservering fond för yttre underhåll 34 800 -34 800
Ianspråktagande av fond för yttre underhåll -105 775 105 775
Balanseras i ny räkning -807 056 807 056
Årets resultat -636 263
Belopp vid årets utgång 13 100 291 560 233 594 -636 263


 


Resultatdisposition
Till föreningsstämmans förfogande står följande medel:


Balanserat resultat


Årets resultat


Styrelsen föreslår att medlen disponeras enligt följande:


Till föreningens fond för yttre underhåll avsättes


Ianspråktagande av fond för yttre underhåll


Balanseras i ny räkning


Avsättning yttre underhåll görs med 0,3% av fastighetens taxeringsvärde.
Ianspråktagande enligt underhållsplan.


 


Totalt -402 669


Totalt -402 669
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Resultaträkning


1 januari - 31 december Not 2020 2019


 
RÖRELSEINTÄKTER
Nettoomsättning 1 563 843 508 764
Övriga rörelseintäkter 180 118


Summa Rörelseintäkter 564 023 508 882
 
RÖRELSEKOSTNADER
Driftkostnader 2 -1 026 802 -1 154 427
Övriga externa kostnader 3 -44 065 -45 483
Personalkostnader -10 513 -10 513
Avskrivningar -105 408 -83 115


Summa Rörelsekostnader -1 186 788 -1 293 538
 
RÖRELSERESULTAT -622 765 -784 656
 
FINANSIELLA POSTER
Räntekostnader och liknande resultatposter -13 498 -22 400


Summa Finansiella poster -13 498 -22 400
 
RESULTAT EFTER FINANSIELLA POSTER -636 263 -807 056
 
RESULTAT FÖRE SKATT -636 263 -807 056
 
ÅRETS RESULTAT -636 263 -807 056
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Balansräkning


TILLGÅNGAR Not 2020-12-31 2019-12-31


 
ANLÄGGNINGSTILLGÅNGAR
Materiella anläggningstillgångar
Byggnader och mark 4 1 337 359 1 284 660
Inventarier, verktyg och installationer 5 20 475 27 111


Summa materiella anläggningstillgångar 1 357 834 1 311 771
 
SUMMA ANLÄGGNINGSTILLGÅNGAR 1 357 834 1 311 771
 
OMSÄTTNINGSTILLGÅNGAR
Kortfristiga fordringar
Övriga fordringar 679 7 679
Förutbetalda kostnader och upplupna intäkter 6 35 966 35 448


Summa kortfristiga fordringar 36 645 43 127
 
Kassa och bank
Kassa och bank 292 072 773 359


Summa kassa och bank 292 072 773 359
 
SUMMA OMSÄTTNINGSTILLGÅNGAR 328 717 816 486
 
SUMMA TILLGÅNGAR 1 686 551 2 128 257
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Balansräkning
EGET KAPITAL OCH SKULDER Not 2020-12-31 2019-12-31


 
EGET KAPITAL
Bundet eget kapital
Medlemsinsatser 13 100 13 100
Fond för yttre underhåll 291 560 362 535


Summa bundet eget kapital 304 660 375 635
Fritt eget kapital
Balanserat resultat 233 594 969 675
Årets resultat -636 263 -807 056


Summa fritt eget kapital -402 669 162 619
SUMMA EGET KAPITAL -98 009 538 254
 
Långfristiga skulder
Skulder till kreditinstitut 7 1 639 500 1 459 250


Summa långfristiga skulder 1 639 500 1 459 250
 
Kortfristiga skulder
Skulder till kreditinstitut 7 28 000 28 000
Leverantörsskulder 53 806 54 136
Skatteskulder 1 690 910
Övriga skulder 1 120 0
Upplupna kostnader och förutbetalda intäkter 8 60 444 47 707


Summa kortfristiga skulder 145 060 130 753
 
SUMMA EGET KAPITAL OCH SKULDER 1 686 551 2 128 257
 


Bostadsrättsföreningen Killingen
722000-2153


8 (13)







Noter
Redovisningsprinciper


Årsredovisningen är upprättad i enlighet med årsredovisningslagen och Bokföringsnämndens
allmänna råd (BFNAR 2016:10) om årsredovisning i mindre företag.


Avskrivning
Tillämpade avskrivningstider:


 


Not 1. Nettoomsättning 2020 2019


Årsavgifter bostäder 484 824 484 824
Hyresintäkter garage och p-platser 5 400 5 400
Kabel-TV 18 540 18 540
Debiterade elkostnader 55 079 0
Totalt nettoomsättning 563 843 508 764
 


Anläggningstillgång Nyttjandeperiod (år) Avskrivning (%)


Byggnad, lägenhetsdörrar 2 50


Takrenovering 5 20


Bredband 10 10


Fönstermålning 10 10


Fönster 3,3 30


Asfaltering gård 10 10


Tak-Solceller 10 10


Inventarier 20 5
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Not 2. Driftkostnader 2020 2019


Fastighetsel 23 225 18 790
Uppvärmning 99 230 103 167
Vatten 28 487 26 771
Sophämtning 9 557 10 043
Radonmätning 6 250 0
Fastighetsskötsel 71 068 65 340
Snöröjning 438 2 030
Bredband 1 548 436
Kabel-TV 46 568 51 470
Försäkring 18 666 15 937
Fastighetsavgift/fastighetsskatt 21 435 20 655
Förbrukningsmaterial 566 1 836
Förbrukningsinventarier 6 000 0
Reparation och underhåll 0 105 775
Rep/underhåll tak 337 0
Rep/underhåll fasad 49 548 0
Rep/underhåll portar och lås 0 42
Rep/underhåll tvättstuga 4 319 5 919
Rep/underhåll el 3 933 5 625
Rep/underhåll uppvärmning 0 1 813
Rep/underhåll VVS 7 655 5 632
Rep/underhåll ventilation 0 3 178
Rep/underhåll gård/trädgård 624 375 709 968
Rep/underhåll material 3 597 0
Totalt driftkostnader 1 026 802 1 154 427
 


Not 3. Övriga externa kostnader 2020 2019


Föreningsstämma 900 600
Arvode ekonomisk förvaltning 20 084 19 764
Extra ekonomisk förvaltning 2 092 2 212
Revisionsarvode 9 458 8 890
Bankkostnader 1 855 1 723
Övriga administrativa kostnader 1 512 700
Föreningsomkostnader 344 805
Övriga omkostnader 7 820 10 789
Totalt övriga externa kostnader 44 065 45 483
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Not 4. Byggnader och mark 2020-12-31 2019-12-31
Ackumulerade anskaffningsvärden
Ingående anskaffningsvärden 2 979 036 2 846 567
Anskaffningsvärde mark 16 000 16 000
Inköp 151 471 132 469
Utgående anskaffningsvärden 3 146 507 2 995 036
Ackumulerade avskrivningar
Ingående avskrivningar - 1 710 377 - 1 633 344
Årets avskrivningar - 98 772 - 77 032
Utgående avskrivningar -1 809 149 -1 710 376
Utgående redovisat värde 1 337 358 1 284 660


Taxeringsvärden
Taxeringsvärde byggnader 6 000 000 6 000 000
Taxeringsvärde mark 5 600 000 5 600 000


11 600 000 11 600 000
 


Not 5. Inventarier, verktyg och installationer 2020-12-31 2019-12-31


Ackumulerade anskaffningsvärden
Ingående anskaffningsvärden 33 194 0
Inköp 0 33 194
Utgående anskaffningsvärden 33 194 33 194
Ackumulerade avskrivningar
Ingående avskrivningar - 6 083 - 0
Årets avskrivningar - 6 636 - 6 083
Utgående avskrivningar -12 719 -6 083
Utgående redovisat värde 20 475 27 111
 


Not 6. Förutbetalda kostnader och upplupna intäkter 2020-12-31 2019-12-31


If Skadeförsäkring 19 134 18 666
FRUBO AB 5 035 5 021
Com Hem AB 11 797 11 761
Summa 35 966 35 448
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Not 7. Skulder till kreditinstitut


Villkors-
ändringsdag


Räntesats
2020-12-31


Belopp
2020-12-31


Belopp
2019-12-31


SHB 8559 2022-01-30 1,29 % 973 750 988 750
SHB 75664 2023-06-01 1,29 % 693 750 0
SHB 549672 3 mån 1,7 % 0 498 500
Summa skulder till kreditinstitut 1 667 500 1 487 250
 
Kortfristig del av skulder till kreditinstitut -28 000 -28 000


1 639 500 1 459 250
 
Skuld som förfaller senare än 5 år beräknas till 1 527 500 kr.
De skulder som förfaller under kommande år avses förlängas i takt med att de löper ut, de redovisas
därför som långfristig skuld.


Not 8. Upplupna kostnader och förutbetalda intäkter 2020-12-31 2019-12-31


Uppl kostn/förutb intäkt 8 000 8 000
Uppl arbetsgivaravgifter 2 513 2 513
Uppl utgiftsräntor 2 213 1 533
Förskottsbet avgift/hyra 47 718 35 661
Summa 60 444 47 707
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Not 9. Ställda säkerheter 2020-12-31 2019-12-31


Fastighetsinteckningar 1 509 000 1 509 000
Summa: 1 509 000 1 509 000
 


Underskrifter
Linköping den _______ / _______ 2021


 


 


Jan Zejlon Bengt Hammargren


Tobias Falkhäll Susanne Jonsson


Camilla Nilsson


Vår revisionsberättelse har lämnats 2021 -


Grant Thornton Sweden AB
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  }, {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  } ],
  "time" : "2021-03-16T09:05:59.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Jakob Svensson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "jakob.svensson@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "71a5f010-862e-11eb-8987-37e48ae65bca"
}, {
  "id" : "87154db0-862e-11eb-8987-37e48ae65bca",
  "time" : "2021-03-16T09:06:35.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "bengt.hgren@gmail.com"
  }, {
    "email" : "camillas26@hotmail.com"
  }, {
    "email" : "tobiasfalkhall@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "sybil.jonsson@gmail.com"
  }, {
    "email" : "jannez06@gmail.com"
  } ]
}, {
  "id" : "77e5fba0-863d-11eb-8d70-e1aaa8df58a2",
  "time" : "2021-03-16T10:53:32.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.68.182.113"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Camilla Nilsson",
    "personSurname" : "Nilsson",
    "personGivenName" : "Camilla",
    "email" : "camillas26@hotmail.com"
  }
}, {
  "id" : "10d839c0-864a-11eb-a195-25255b295f14",
  "time" : "2021-03-16T12:23:43.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.68.182.113"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Camilla Nilsson",
    "personSurname" : "Nilsson",
    "personGivenName" : "Camilla",
    "email" : "camillas26@hotmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Camilla Nilsson",
    "personSurname" : "Nilsson",
    "personGivenName" : "Camilla",
    "email" : "camillas26@hotmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196606041926",
    "personSurname" : "NILSSON",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "CAMILLA",
    "startDate" : "2021-03-16T11:33:26.675+0000",
    "transactionId" : "029a563d74878caf"
  },
  "time" : "2021-03-16T12:33:47.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.68.182.113"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "792d6760-864b-11eb-b6ca-4f1d37547d4a"
}, {
  "id" : "79ec98b0-864b-11eb-b6ca-4f1d37547d4a",
  "time" : "2021-03-16T12:33:49.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bengt.hgren@gmail.com"
  }, {
    "email" : "tobiasfalkhall@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "sybil.jonsson@gmail.com"
  }, {
    "email" : "jannez06@gmail.com"
  } ]
}, {
  "id" : "b78c5da0-864f-11eb-a195-25255b295f14",
  "time" : "2021-03-16T13:04:10.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.235.58.71"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Jan Zejlon",
    "personSurname" : "Zejlon",
    "personGivenName" : "Jan",
    "email" : "jannez06@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Jan Zejlon",
    "personSurname" : "Zejlon",
    "personGivenName" : "Jan",
    "email" : "jannez06@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196102112932",
    "personSurname" : "ZEJLON",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "JAN",
    "startDate" : "2021-03-16T12:04:26.606+0000",
    "transactionId" : "f42da1e6f1257189"
  },
  "time" : "2021-03-16T13:04:44.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "90.235.58.71"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "cbc53710-864f-11eb-8b7a-b9e8bcab2215"
}, {
  "id" : "cc9d2080-864f-11eb-8b7a-b9e8bcab2215",
  "time" : "2021-03-16T13:04:45.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bengt.hgren@gmail.com"
  }, {
    "email" : "camillas26@hotmail.com"
  }, {
    "email" : "tobiasfalkhall@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "sybil.jonsson@gmail.com"
  } ]
}, {
  "id" : "e4064f50-8670-11eb-8987-37e48ae65bca",
  "time" : "2021-03-16T17:01:38.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.67.49.237"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Susanne Jonsson",
    "personSurname" : "Jonsson",
    "personGivenName" : "Susanne",
    "email" : "sybil.jonsson@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Susanne Jonsson",
    "personSurname" : "Jonsson",
    "personGivenName" : "Susanne",
    "email" : "sybil.jonsson@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "196103162084",
    "personSurname" : "Jonsson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "Susanne Elisabet",
    "startDate" : "2021-03-16T16:04:21.092+0000",
    "transactionId" : "1c13db2b1d8fd76e"
  },
  "time" : "2021-03-16T17:04:41.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "2.67.49.237"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "512a5f90-8671-11eb-8987-37e48ae65bca"
}, {
  "id" : "51ed6170-8671-11eb-8987-37e48ae65bca",
  "time" : "2021-03-16T17:04:42.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bengt.hgren@gmail.com"
  }, {
    "email" : "camillas26@hotmail.com"
  }, {
    "email" : "tobiasfalkhall@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "jannez06@gmail.com"
  } ]
}, {
  "id" : "dcae5fb0-8754-11eb-99da-af3a22fd73db",
  "time" : "2021-03-17T20:13:31.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.252.230.143"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Tobias Falkhäll",
    "personSurname" : "Falkhäll",
    "personGivenName" : "Tobias",
    "email" : "tobiasfalkhall@gmail.com"
  }
}, {
  "id" : "214533e0-8757-11eb-9b27-3b5b0ead453a",
  "time" : "2021-03-17T20:29:45.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.252.230.143"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Tobias Falkhäll",
    "personSurname" : "Falkhäll",
    "personGivenName" : "Tobias",
    "email" : "tobiasfalkhall@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Tobias Falkhäll",
    "personSurname" : "Falkhäll",
    "personGivenName" : "Tobias",
    "email" : "tobiasfalkhall@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "198112211936",
    "personSurname" : "FALKHÄLL",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid",
    "personGivenName" : "TOBIAS",
    "startDate" : "2021-03-17T19:29:52.090+0000",
    "transactionId" : "2d0cf96ca750b594"
  },
  "time" : "2021-03-17T20:30:07.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "83.252.230.143"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "2ea21210-8757-11eb-ad18-5782e5e5b9a9"
}, {
  "id" : "2f817590-8757-11eb-ad18-5782e5e5b9a9",
  "time" : "2021-03-17T20:30:09.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "bengt.hgren@gmail.com"
  }, {
    "email" : "camillas26@hotmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "sybil.jonsson@gmail.com"
  }, {
    "email" : "jannez06@gmail.com"
  } ]
}, {
  "id" : "1db8bf80-875c-11eb-9b27-3b5b0ead453a",
  "time" : "2021-03-17T21:05:27.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.217.182.136"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Bengt Hammargren",
    "personSurname" : "Hammargren",
    "personGivenName" : "Bengt",
    "email" : "bengt.hgren@gmail.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Bengt Hammargren",
    "personSurname" : "Hammargren",
    "personGivenName" : "Bengt",
    "email" : "bengt.hgren@gmail.com"
  },
  "signingMetadata" : {
    "personNr" : "195803138212",
    "personSurname" : "HAMMARGREN",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "BENGT",
    "startDate" : "2021-03-17T20:11:15.725+0000",
    "transactionId" : "138b32f95aa893b9"
  },
  "time" : "2021-03-17T21:12:09.000+0100",
  "type" : "sign",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "80.217.182.136"
  },
  "eventId" : 30,
  "eventClass" : "agreement_signed",
  "id" : "0d997080-875d-11eb-a195-25255b295f14"
}, {
  "id" : "0e3fc2a0-875d-11eb-a195-25255b295f14",
  "time" : "2021-03-17T21:12:10.000+0100",
  "eventId" : 51,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "signed",
  "sentTo" : [ {
    "email" : "camillas26@hotmail.com"
  }, {
    "email" : "tobiasfalkhall@gmail.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  }, {
    "email" : "sybil.jonsson@gmail.com"
  }, {
    "email" : "jannez06@gmail.com"
  } ]
}, {
  "id" : "0e4037d0-875d-11eb-a195-25255b295f14",
  "time" : "2021-03-17T21:12:10.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "maria.johanson@se.gt.com"
  } ]
}, {
  "id" : "b6463e60-87d6-11eb-99d9-b99a53790c8f",
  "time" : "2021-03-18T11:43:01.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "maria.johanson@se.gt.com"
  } ]
}, {
  "id" : "282de290-88c6-11eb-a195-25255b295f14",
  "time" : "2021-03-19T16:17:02.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "id" : "2f6b85d0-88c6-11eb-b916-4527cf4519d3",
  "time" : "2021-03-19T16:17:14.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.96.51"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "id" : "7f6241a0-88c6-11eb-a195-25255b295f14",
  "time" : "2021-03-19T16:19:28.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  },
  "signingMetadata" : {
    "personNr" : "197611042008",
    "personSurname" : "Johansson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "Maria Eva-Lotta",
    "transactionId" : "97800676c15a56a2",
    "startDate" : "2021-03-19T15:19:30.858+0000"
  },
  "time" : "2021-03-19T16:19:51.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "8cf17a70-88c6-11eb-b916-4527cf4519d3"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


JWK JSON Web Key


JWT JSON Web Token


NTP Network Time Protocol
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Term Description


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.
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• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken


place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.
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Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.13 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.13


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature encoded as
Base64. The underlying format
depends on the signature
method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.


How to Validate


Check that time of entry is after Agreement Created.
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EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm


requires a number of inputs that should be recovered from Agreement Created.


For non advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:
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◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.
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◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.13",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
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    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",


12







  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for
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more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs
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◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page
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Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json


16







Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, including all steps from how


to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)


provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
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email service.


• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID


solutions, provide advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS.


Format


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS.


Format
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature)


• Finnish strong identification


• Telia EID (advanced electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.
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It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Norwegian personal identity number, when available.


• name - Surname and Given name with initial capital letter.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid-no or bankid-no-mobile.


• transactionId - Transaction ID from backend system.


• signature - Evidence, base64 encoded.


How to validate


The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-


signed-documents/


• Base64 encoded TBS.


• TBS RS256 algorithm


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:
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• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Telia


Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID


service.


Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private


users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are


issued by Telia.


Signature format


The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The


top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)


SignerInfo entry in signerInfos. The following signed attributes are included in the SignerInfo


signedAttrs:


Table 2. Signed Attributes


Attribute Name Attribute Value


1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)


1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing


1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.
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• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be telia.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as a SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.
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• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:
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• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
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to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


2



https://www.ietf.org/rfc/rfc2630



		Validation

		Table of Contents

		Purpose

		Overview

		Container Validation

		Agreement Content

		Retracing Signature Steps

		Audit Log Validation Process



		References






Verifikat Status: Signerat av alla


Titel: Årsredovisning Brf Killingen 2020 Skapat: 2021-03-16


ID: d7382e20-8624-11eb-9305-496d7013493c


Underskrifter
Camilla Nilsson


camillas26@hotmail.com


Signerat: 2021-03-16 12:33 BankID 196606041926, CAMILLA


NILSSON


Jan Zejlon


jannez06@gmail.com


Signerat: 2021-03-16 13:04 BankID 196102112932, JAN


ZEJLON


Susanne Jonsson


sybil.jonsson@gmail.com


Signerat: 2021-03-16 17:04 BankID 196103162084, Susanne Elisabet


Jonsson


Tobias Falkhäll


tobiasfalkhall@gmail.com


Signerat: 2021-03-17 20:30 BankID 198112211936,


TOBIAS FALKHÄLL


Bengt Hammargren


bengt.hgren@gmail.com


Signerat: 2021-03-17 21:12 BankID 195803138212, BENGT


HAMMARGREN


Grant Thornton Sweden AB 5563569382


Maria Johansson


maria.johanson@se.gt.com


Signerat: 2021-03-19 16:19 BankID Maria Eva-Lotta


Johansson


Filer
Filnamn Storlek Kontrollsumma


Årsredovisning 2020 Brf Killingen.pdf 877.0 kB 43f7 8da9 e06b 82f4 2a21 59d4 48aa a03f


afe0 205f cabe 598d e554 7653 acb0 3121


Händelser
Datum Tid Händelse


2021-03-16 09:05 Skapat | Jakob Svensson, FRUBO Aktiebolag 5564511292. IP: 88.131.253.100


2021-03-16 12:33 Signerat | Camilla Nilsson


Genomfört med: BankID av CAMILLA NILSSON, 196606041926. IP: 2.68.182.113


2021-03-16 13:04 Signerat | Jan Zejlon


Genomfört med: BankID av JAN ZEJLON, 196102112932. IP: 90.235.58.71


2021-03-16 17:04 Signerat | Susanne Jonsson


Genomfört med: BankID av Susanne Elisabet Jonsson, 196103162084. IP: 2.67.49.237







Händelser
2021-03-17 20:30 Signerat | Tobias Falkhäll


Genomfört med: BankID av TOBIAS FALKHÄLL, 198112211936. IP: 83.252.230.143


2021-03-17 21:12 Signerat | Bengt Hammargren


Genomfört med: BankID av BENGT HAMMARGREN, 195803138212. IP: 80.217.182.136


2021-03-19 16:19 Signerat | Maria Johansson, Grant Thornton Sweden AB


Genomfört med: BankID av Maria Eva-Lotta Johansson. IP: 88.131.44.131


Verifikat utfärdat av Egreement AB


Detta verifikat bekräftar vilka parter som har signerat och innehåller relevant information för att verifiera parternas identitet samt


relevanta händelser i anslutning till signering. Till detta finns separata datafiler bifogade, dessa innehåller kompletterande information av


teknisk karaktär och styrker dokumentens och signaturernas äkthet och validitet (för åtkomst till filerna, använd en PDF-läsare som kan


visa bifogade filer). Hash är ett fingeravtryck som varje individuellt dokument får för att säkerställa dess identitet. För mer information,


se bifogad dokumentation.


Verifikation, version: 1.13








                           


1 (2) 


REVISIONSBERÄTTELSE 


Till föreningsstämman i Brf Killingen 
Org. nr. 722000-2153


Rapport om årsredovisningen 


Uttalanden 


Vi har utfört en revision av årsredovisningen för 
bostadsrättsföreningen för räkenskapsåret 2020-01-01 -- 2020-12-31. 


Enligt vår uppfattning har årsredovisningen upprättats i enlighet med 
årsredovisningslagen och ger en i alla väsentliga avseenden rättvisande 
bild av föreningens finansiella ställning per den 31 december 2020 och 
av dess finansiella resultat för året enligt årsredovisningslagen. 
Förvaltningsberättelsen är förenlig med årsredovisningens övriga 
delar. 


  Vi tillstyrker därför att föreningsstämman fastställer 
resultaträkningen och balansräkningen. 


Grund för uttalanden 


Vi har utfört revisionen enligt International Standards on Auditing 
(ISA) och god revisionssed i Sverige. Vårt ansvar enligt dessa 
standarder beskrivs närmare i avsnittet "Revisorns ansvar". Vi är 
oberoende i förhållande till föreningen enligt god revisorssed i Sverige 
och har i övrigt fullgjort mitt yrkesetiska ansvar enligt dessa krav. 


   Vi anser att de revisionsbevis vi har inhämtat är tillräckliga och 
ändamålsenliga som grund för våra uttalanden. 


Styrelsens ansvar 


Det är styrelsen som har ansvaret för att årsredovisningen upprättas 
och att den ger en rättvisande bild enligt årsredovisningslagen. 
Styrelsen ansvarar även för den interna kontroll som den bedömer är 
nödvändig för att upprätta en årsredovisning som inte innehåller några 
väsentliga felaktigheter, vare sig dessa beror på oegentligheter eller på 
fel. 


Vid upprättandet av årsredovisningen ansvarar styrelsen för 
bedömningen av föreningens förmåga att fortsätta verksamheten. Den 
upplyser, när så är tillämpligt, om förhållanden som kan påverka 
förmågan att fortsätta verksamheten och att använda antagandet om 
fortsatt drift. Antagandet om fortsatt drift tillämpas dock inte om 
beslut har fattats om att avveckla verksamheten. 


Revisorns ansvar 


Våra mål är att uppnå en rimlig grad av säkerhet om huruvida 
årsredovisningen som helhet inte innehåller några väsentliga 
felaktigheter, vare sig dessa beror på oegentligheter eller på fel, och att 
lämna en revisionsberättelse som innehåller våra uttalanden. Rimlig 
säkerhet är en hög grad av säkerhet, men är ingen garanti för att en 
revision som utförs enligt ISA och god revisionssed i Sverige alltid 
kommer att upptäcka en väsentlig felaktighet om en sådan finns. 
Felaktigheter kan uppstå på grund av oegentligheter eller fel och anses 
vara väsentliga om de enskilt eller tillsammans rimligen kan förväntas 
påverka de ekonomiska beslut som användare fattar med grund i 
årsredovisningen. 


Som del av en revision enligt ISA använder vi professionellt omdöme 
och har en professionellt skeptisk inställning under hela revisionen. 
Dessutom: 


•  identifierar och bedömer vi riskerna för väsentliga felaktigheter i 
årsredovisningen, vare sig dessa beror på oegentligheter eller på fel, 
utformar och utför granskningsåtgärder bland annat utifrån dessa 
risker och inhämtar revisionsbevis som är tillräckliga och 
ändamålsenliga för att utgöra en grund för våra uttalanden. Risken för 
att inte upptäcka en väsentlig felaktighet till följd av oegentligheter är 
högre än för en väsentlig felaktighet som beror på fel, eftersom 
oegentligheter kan innefatta agerande i maskopi, förfalskning, 
avsiktliga utelämnanden, felaktig information eller åsidosättande av 
intern kontroll. 


•  skaffar vi oss en förståelse av den del av föreningens interna 
kontroll som har betydelse för vår revision för att utforma 
granskningsåtgärder som är lämpliga med hänsyn till 
omständigheterna, men inte för att uttala oss om effektiviteten i den 
interna kontrollen. 


•  utvärderar vi lämpligheten i de redovisningsprinciper som används 
och rimligheten i styrelsens uppskattningar i redovisningen och 
tillhörande upplysningar. 


•  drar vi en slutsats om lämpligheten i att styrelsen använder 
antagandet om fortsatt drift vid upprättandet av årsredovisningen. Vi 
drar också en slutsats, med grund i de inhämtade revisionsbevisen, om 
huruvida det finns någon väsentlig osäkerhetsfaktor som avser sådana 
händelser eller förhållanden som kan leda till betydande tvivel om 
föreningens förmåga att fortsätta verksamheten. Om vi drar slutsatsen 
att det finns en väsentlig osäkerhetsfaktor, måste vi i 
revisionsberättelsen fästa uppmärksamheten på upplysningarna i 
årsredovisningen om den väsentliga osäkerhetsfaktorn eller, om 
sådana upplysningar är otillräckliga, modifiera uttalandet om 
årsredovisningen. Våra slutsatser baseras på de revisionsbevis som 
inhämtas fram till datumet för revisionsberättelsen. Dock kan framtida 
händelser eller förhållanden göra att en förening inte längre kan 
fortsätta verksamheten. 


•  utvärderar vi den övergripande presentationen, strukturen och 
innehållet i årsredovisningen, däribland upplysningarna, och om 
årsredovisningen återger de underliggande transaktionerna och 
händelserna på ett sätt som ger en rättvisande bild. 


Vi måste informera styrelsen om bland annat revisionens planerade 
omfattning och inriktning samt tidpunkten för den. Vi måste också 
informera om betydelsefulla iakttagelser under revisionen, däribland 
de betydande brister i den interna kontrollen som vi identifierat. 
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Rapport om andra krav enligt lagar och andra 
författningar 


Uttalanden 


Utöver vår revision av årsredovisningen har vi även utfört en revision 
av styrelsens förvaltning för föreningen för räkenskapsåret 2020-01-01 
-- 2020-12-31 samt av förslaget till dispositioner beträffande 
föreningens vinst eller förlust. 


Vi tillstyrker att föreningsstämman disponerar resultatet enligt 
förslaget i förvaltningsberättelsen och beviljar styrelsens ledamöter 
ansvarsfrihet för räkenskapsåret. 


Grund för uttalanden 


Vi har utfört revisionen enligt god revisionssed i Sverige. Vårt ansvar 
enligt denna beskrivs närmare i avsnittet "Revisorns ansvar". Vi är 
oberoende i förhållande till föreningen enligt god revisorssed i Sverige 
och har i övrigt fullgjort vårt yrkesetiska ansvar enligt dessa krav. 


Vi anser att de revisionsbevis vi har inhämtat är tillräckliga och 
ändamålsenliga som grund för våra uttalanden. 


Styrelsens ansvar 


Det är styrelsen som har ansvaret för förslaget till dispositioner 
beträffande föreningens vinst eller förlust. Vid förslag till utdelning 
innefattar detta bland annat en bedömning av om utdelningen är 
försvarlig med hänsyn till de krav som föreningens verksamhetsart, 
omfattning och risker ställer på storleken av föreningens egna kapital, 
konsolideringsbehov, likviditet och ställning i övrigt. 


Styrelsen ansvarar för föreningens organisation och förvaltningen av 
föreningens angelägenheter. Detta innefattar bland annat att 
fortlöpande bedöma föreningens ekonomiska situation och att tillse 
att föreningens organisation är utformad så att bokföringen, 
medelsförvaltningen och föreningens ekonomiska angelägenheter i 
övrigt kontrolleras på ett betryggande sätt. 


Revisorns ansvar 


Vårt mål beträffande revisionen av förvaltningen, och därmed vårt 
uttalande om ansvarsfrihet, är att inhämta revisionsbevis för att med 
en rimlig grad av säkerhet kunna bedöma om någon styrelseledamot i 
något väsentligt avseende: 


•  företagit någon åtgärd eller gjort sig skyldig till någon försummelse 
som kan föranleda ersättningsskyldighet mot föreningen, eller 


•  på något annat sätt handlat i strid med bostadsrättslagen, tillämpliga 
delar av lagen om ekonomiska föreningar, årsredovisningslagen eller 
stadgarna. 


Vårt mål beträffande revisionen av förslaget till dispositioner av 
föreningens vinst eller förlust, och därmed vårt uttalande om detta, är 
att med rimlig grad av säkerhet bedöma om förslaget är förenligt med 
bostadsrättslagen. 


Rimlig säkerhet är en hög grad av säkerhet, men ingen garanti för att 
en revision som utförs enligt god revisionssed i Sverige alltid kommer 
att upptäcka åtgärder eller försummelser som kan föranleda 
ersättningsskyldighet mot föreningen, eller att ett förslag till 
dispositioner av föreningens vinst eller förlust inte är förenligt med 
bostadsrättslagen. 


Som en del av en revision enligt god revisionssed i Sverige använder vi 
professionellt omdöme och har en professionellt skeptisk inställning 
under hela revisionen. Granskningen av förvaltningen och förslaget till 
dispositioner av föreningens vinst eller förlust grundar sig främst på 
revisionen av räkenskaperna. Vilka tillkommande granskningsåtgärder 
som utförs baseras på vår professionella bedömning med 
utgångspunkt i risk och väsentlighet. Det innebär att vi fokuserar 
granskningen på sådana åtgärder, områden och förhållanden som är 
väsentliga för verksamheten och där avsteg och överträdelser skulle ha 
särskild betydelse för föreningens situation. Vi går igenom och prövar 
fattade beslut, beslutsunderlag, vidtagna åtgärder och andra 
förhållanden som är relevanta för vårt uttalande om ansvarsfrihet. 


Som underlag för vårt uttalande om styrelsens förslag till dispositioner 
beträffande föreningens vinst eller förlust har vi granskat om förslaget 
är förenligt med lagen om ekonomiska föreningar. 


 


 


Norrköping mars 2021 


 


Grant Thornton Sweden AB 


 


Maria Johansson 


Auktoriserad revisor 


 






[ {
  "agreementId" : "a5a51850-862e-11eb-8987-37e48ae65bca",
  "agreementName" : "RB Brf Killingen 2020",
  "agreementVersion" : "1.13",
  "agreementFiles" : [ {
    "fileName" : "2012 RB.pdf",
    "fileMimetype" : "application/pdf",
    "fileSize" : "77485",
    "fileHash" : "a6ab5c3d22ca306f29d4b0091b8a02a6af683b6026b34314eb39b97e18b76d7d",
    "fileId" : "ae91cb20-862e-11eb-95ed-a1cdd6afcd8f"
  } ],
  "signees" : [ {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  } ],
  "time" : "2021-03-16T09:08:18.000+0100",
  "type" : "company_web",
  "user" : {
    "personName" : "Jakob Svensson",
    "orgName" : "FRUBO Aktiebolag",
    "ipAddress" : "88.131.253.100",
    "orgNr" : "5564511292",
    "email" : "jakob.svensson@frubo.se"
  },
  "eventId" : 11,
  "eventClass" : "agreement_created",
  "id" : "c4168580-862e-11eb-8987-37e48ae65bca"
}, {
  "id" : "ca83b960-862e-11eb-8987-37e48ae65bca",
  "time" : "2021-03-16T09:08:28.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "maria.johanson@se.gt.com"
  }, {
    "email" : "jakob.svensson@frubo.se"
  } ]
}, {
  "id" : "b9446330-87d6-11eb-be42-0572b10dc958",
  "time" : "2021-03-18T11:43:06.000+0100",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personName" : "<System user>"
  },
  "type" : "created",
  "sentTo" : [ {
    "email" : "maria.johanson@se.gt.com"
  } ]
}, {
  "id" : "0be596f0-88c6-11eb-99d9-b99a53790c8f",
  "time" : "2021-03-19T16:16:14.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "id" : "14775880-88c6-11eb-a195-25255b295f14",
  "time" : "2021-03-19T16:16:29.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "40.94.104.11"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "id" : "9afbd6b0-88c6-11eb-bc16-27e2d0f06546",
  "time" : "2021-03-19T16:20:15.000+0100",
  "eventId" : 20,
  "eventClass" : "agreement_viewed",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "type" : "web",
  "partyInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  }
}, {
  "signeeInfo" : {
    "personName" : "Maria Johansson",
    "orgName" : "Grant Thornton Sweden AB",
    "personSurname" : "Johansson",
    "orgNr" : "5563569382",
    "personGivenName" : "Maria",
    "email" : "maria.johanson@se.gt.com"
  },
  "signingMetadata" : {
    "personNr" : "197611042008",
    "personSurname" : "Johansson",
    "signature" : "",
    "ocspResponse" : "",
    "signatureMethod" : "bankid-otherunit",
    "personGivenName" : "Maria Eva-Lotta",
    "transactionId" : "70f574220839fcf5",
    "startDate" : "2021-03-19T15:20:17.157+0000"
  },
  "time" : "2021-03-19T16:20:34.000+0100",
  "type" : "sign_final_part",
  "user" : {
    "personName" : "<Non authenticated user>",
    "ipAddress" : "88.131.44.131"
  },
  "eventId" : 31,
  "eventClass" : "agreement_signed",
  "id" : "a6cb5e20-88c6-11eb-a195-25255b295f14"
} ]
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Purpose
This document gives an introduction to the collection of reference documentation added to each


agreement signed using Egreement’s service. In case of agreement disputes, this documents and its


referrals should be used as a handbook on how to verify agreements.


Overview
Agreement and workflow basics are introduced in this document in order to be able to understand the


reference documentation.


Glossary


Term Description


Agreement File Attachment to the agreement, for example an
uploaded PDF, image, or free text, entered by
agreement creator.


Agreement Creator User who creates the initial agreement and add
contracting parties.


API Application Programming interface


Audit Log The log of events associated with each agreement.


CMS Cryptographic Message Syntax


Container The file which holds the agreement including all
metadata such as audit log, documentation,
verification, Etc.


Contracting Party User who is to sign an agreement.


Egreement The company providing the agreement signing
service. Egreement AB,
https://www.egreement.com


EID Electronic identity such as a certificate or online
identity of some kind.


Hash A cryptographic hash, see Signing


JSON JavaScript Object Notation


JWK JSON Web Key


JWT JSON Web Token


NTP Network Time Protocol
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Term Description


OCSP Online Certificate Status Protocol


PKCS Public Key Cryptography Standards


PKI Public Key Infrastructure


PDF Portable Document Format from Adobe Systems


Signee When a contracting party has signed an
agreement, the party becomes a signee.


TBS To Be Signed. A textual representation of an
agreement.


Verification Page(s) appended to the end of the visible part of
the agreement, summarizing agreement
information, including a timeline.


XML Extensible Markup Language


Agreement Basics
An agreement has a number of artifacts that together form an agreement:


Figure 1. Agreement content


• Agreement name chosen by Agreement Creator.
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• Agreement ID automatically generated by Egreement’s system.


• Files of different formats, such as text or images, that form the contractual part of the agreement.


• Audit log, created by the Egreement system, keeping records of all major events that have taken


place in the process of concluding the agreement.


• Reference documentation on how Egreement manages agreement creation, signing and conclusion.


This very document is the introduction and first part of the reference documentation.


Version Properties
The following properties apply for the current version of the agreement implementation:


• Agreement File hash algorithm: SHA-256


• Agreement File hash encoding: Hex string


• Reference documents:


◦ Overview


◦ Container Format


◦ Signing


◦ Validation


Workflow
The Egreement workflow contains a number of stages.


1. Create agreement - Start


2. Add agreement files - Upload attachments


3. Add contracting parties - Add people who are to sign the agreement


4. Signature creation - All contracting parties sign the agreement


5. Download - Agreement can be downloaded (optional)


Agreement Creation


When an agreement is to be created, the user chooses a name for the agreement and an ID is


automatically generated.


Agreement Files


An agreement file is a part of the agreement. The file can be of any format. If the file format can be


presented by the Egreement software, a visual representation will be shown to the contracting parties.
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Contracting Parties


After the agreement has been set up, all contracting parties who should sign the agreement are added.


Signature Creation


The user should always sign the complete agreement including all attached files. Metadata which will


serve as proof of user consent to the agreement will be automatically added by the system, making the


agreement tamper proof and self-contained. Each signee can choose from a set of signature methods.


The actual signature creation is handled differently depending on signing method.


In the signature workflow, a number of signees can individually sign the same agreement. The


aggregated signature result will be added to the agreement as proof of the agreement’s validity. Signing


is described in detail in Signing.


After the last signee has signed, the agreement will be concluded and therefore the process and


agreement files will be closed.


Download


It is possible to download an agreement from the system to store it offline. The downloaded agreement


is tamper proof, as all parts of the agreement, including main file, attachments and all other artifacts,


are tied to every individual signee. Since this downloaded agreement is more than just a document, it


is referred to as a Container.


Egreement currently supports PDF as container-format which is described more in detail in Container


Format.


Logging


All actions associated with the agreement are stored in the audit log.


Dispute
In case of dispute about a signed agreement where the different signees disagree, the Validation


document describes the process how to verify the agreement’s validty.


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.
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Document name Description


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
This document is targeted for contracting parties and arbitrators that create, sign and/or evaluate


agreements concluded through the Egreement application. The document describes the content,


structure and semantics of the agreement container, required to understand in order to evaluate


agreements or settle possible disputes.


Overview
An agreement in the Egreement sense is not just a single document. Instead, an agreement is a


collection of different information artifacts concerning an agreement made between one or more


contracting parties. Artifacts can be the text on which agreement parties are to agree, individual


parties’ acceptance statements, or records of the events associated with the conclusion of the


agreement. In order to store this information in a secure and self-contained manner, a Container is


needed. The container is simply a file storing all the information needed in a structured and well-


defined way.


Generic Container Structure
The container includes the following artifact types:


• Agreement File - One or more documents, or other types of files (such as images), either uploaded


by the agreement creator or provided by the Egreement application, that togehter constitute the


agreement.


• Audit Log - A log, created by the Egreement system, with recordings of all major events that have


taken place in the process of concluding the agreement.


• Reference Documentation - Documentation how Egreement manages agreement creation, signing


and closing.


• Verification - An agreement summary, including a listing of included agreement files, signees and


an extract of the audit log.


PDF Container


The container format used by Egreement is PDF. All of the listed artifact types are stored as so called


attachments in the PDF container. The reason for adding agreement artifacts as attachments is that


this makes it possible to provide traceability throughout the complete signing process. In order for a


reader to easily be able to view the contents of the agreement, a selection of the attachments is


"mirrored" to the main (visible) part of the PDF.
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Figure 1. Container Overview



Not all PDF viewers are able to list and/or present PDF attachments. Therefore, it is


recommended to use the official Adobe Acrobat Reader to view Egreement PDF


containers.


Each attachment is given a numeric prefix to its name in order to sort the files correctly in the list. Also


note that the description field holds the artifact type of the attachment.


Figure 2. PDF Attachments
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How to Validate


The container is a valid PDF agreement if it holds the artifacts defined above.


Container Content


Agreement File


Artifact type: Agreement file


Agreement files are the parts of the agreement which the agreement creator uploads or selects to be


included. These could be documents, forms, images or virtually any type of file. Furthermore,


agreement files can be divided into two categories, agreement files possible to visualize and non-


possible to visualize.


Agreement Files Possible to Visualize


Files possible to visualize, are added as attachments to the container just as all other artifact types, but


they are also mirrored to the visible part of the agreement PDF. This allows the user to quickly view


the content of the main parts of the agreement. Files that typically are possible to visualize, are PDFs,


image-type files and text files.


Agreement Files Non-Possible to Visualize


Agreement files non-possible to visualize, are not mirrored to the visual part of the agreement PDF,


though it is represented with name, size and hash of the file. These file types are typically technically


hard or impossible to create a visual representation of, e.g. a sound file or a video file.


How to Validate


To understand what has been agreed and to establish if there is a dispute or if the disagreement


between the contracting parties is actually covered by the agreement, please read and understand the


actual content of the agreement.


Audit Log


Artifact type: Audit log


The audit log attachment is a well-defined, JSON formatted, document presenting all the important


events that have occurred from when the agreement was created until the agreement was closed.


Refer to the "Workflow" chapter in Overview for more details.


The following audit log entry types are defined:
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• Agreement Created


• Agreement Viewed


• Agreement Signed


• Agreement Rejected


• Agreement ExpireOn Changed


• Message Sent


The different log entry types are described in detail below.


Common Structures


All log entry types share common information that is included in every log entry logged.


Table 1. Common Attributes


Parameter name Parameter value example(s) Description


time 2016-03-21T10:03:28.010+0000 Time when the entry was logged
as yyyy-MM-dd’T’HH:mm:ss.SSSZ.


id 540431, 1e8f69a4-07c1-11e8-
ba89-0ed5f89f718b


An ID of this particular event
(can either be a numeric long
value or Time based UUID).


eventClass agreement_created Name of the type, as listed
below.


eventId 10 Each type includes a set of IDs.
See respective log entry type
description for details.


userInfo See UserInfo Information about a user.


UserInfo


The UserInfo structure holds information about the user triggering an event, users being contracting


parties of an agreement as well as other users. Note that only a subset of the parameters is included,


depending on the situation where the UserInfo structure is used.


Table 2. UserInfo


Parameter name Parameter value example(s) Description


ipAddress 212.94.55.131 The IP address of the user.


email john@example.org The user’s email address.


personNr 19550505-1234 (Sweden),
220750-999Y (Finland)


The user’s personal identity
number.
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Parameter name Parameter value example(s) Description


personName John Smith The first and last name of the
user.


personGivenName John The first name of the user.


personSurname Smith The last name of the user.


orgNr 551234-1234 The organization number of the
organization on behalf of which
the user is operating.


orgName Acme AB The organization name of the
organization on behalf of which
the user is operating.


AgreementFileInfo


The AgreementFileInfo structure holds information about an agreement file, e.g. a PDF uploaded by the


user. See Agreement File.


Table 3. AgreementFileInfo


Parameter name Parameter value example(s) Description


fileId 6572354654, 75928ba0-2369-
11e8-b467-0ed5f89f718b


The system generated ID of the
agreement file (can either be a
numeric long value or Time
based UUID).


fileName MyEmployeeAgreement.pdf The user defined name of the
agreement file.


fileMimetype application/pdf The agreement file mime type.


fileSize 42253 The size, in bytes, of the
agreement file.


fileHash 3d7c514b…66b786a4 The hash of the agreement file,
encoded as a hex string.


How to Validate


See Validation how to validate the entire audit log.


Agreement Created


This event is logged when the agreement is created. This is always the first log entry for each


agreement, i.e. no events can take place before this event has occurred.


• EventClass: agreement_created
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• EventId:


◦ 10: When a private user creates an agreement using the web application.


◦ 11: When a company user creates an agreement using the web application.


◦ 12: Agreement created using the API.


Table 4. Agreement Created Specific Information


Parameter name Parameter value example(s) Description


agreementName MyEmployeeAgreement User specified name of the
agreement.


agreementId 12345678901234, 75928ba0-2369-
11e8-b467-0ed5f89f718b


System generated ID of the
agreement (can either be a
numeric long value or Time
based UUID).


agreementVersion 1.13 Version of the agreement
container format.


agreementLocale sv_SE Locale of the agreement
container.


signees List of UserInfo A listing of the signees defined
as parties in the agreement.


agreementFiles List of AgreementFileInfo A listing of the agreement files
included in the agreement.


How to Validate


Validating this audit entry requires a number of steps all documented below.


EventTypeId Validation


Check that the UserInfo field is populated correctly according to EventType. See UserInfo for details.


Table 5. EventType effect on UserInfo


Type How to validate UserInfo


10 orgNr and orgName must not be set


11 personNr, orgNr and orgName must be set


12 orgNr and orgName must be set


Agreement Metadata


All metadata parameters must be validated according to table below.


Table 6. Agreement Created Metadata Verification
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Parameter name How to validate


agreementName Must be present


agreementId Must be present


agreementVersion Must be less than or equal to 1.13


agreementLocale If present, Must be a valid locale and container
verification page must be in this language


signees See Signees Validation


agreementFiles See Agreement File Validation


Agreement File Validation


Validate that all Agreement File are the correct ones, that they are included, and that there are no


additional files than the ones listed in the audit log.


Audit Log


Check all agreement files in this audit entry and verify that they all exist in the container. Do this by


identifying the attachment by the ID and name stated in the audit entry.


Attachments


Check all agreement files in the PDF container by searching after the Artifact type: Agreement file and


make sure that they are all listed in the create agreement audit entry.


Check Hashsums


For each agreement file, compute the hash and check that the hash in the audit entry is correct.


Signees Validation


Make sure that each signee has an Agreement Signed audit entry. Also check that the number of signees


is equal to the number of Agreement Signed entries.


Agreement Viewed


This event is logged every time an agreement is viewed or downloaded.


• EventClass: agreement_viewed


• EventId:


◦ 20: When a user views an agreement using the web application.


◦ 21: When a user views an agreement using a mail link.


◦ 22: When a user views an agreement by downloading it using the web application.


◦ 23: When a user views an agreement using a mail link that is protected using two-factor


authentication.
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Agreement Viewed Specific Information


None


How to Validate


Check that time of entry is after Agreement Created.


Agreement Signed


This event is logged every time a user signs an agreement.


• EventClass: agreement_signed


• EventId:


◦ 30: When a user signs the agreement, not being the last signee.


◦ 31: When a user signs the agreement as the last signee.


◦ 32: When a user tries to sign the agreement but signing fails.


Table 7. Agreement Signed Specific Information


Parameter name Parameter value example Description


signeeInfo See UserInfo Information about the signee.


signMetadata See SignMetadata Signing metadata produced in
the signing process.


Table 8. SignMetadata


Parameter name Parameter value example Description


signatureMethod bankid The ID of the signing method
used.


signature PD94bWwgdm…duYXR1cmU+ The signature encoded as
Base64. The underlying format
depends on the signature
method used.


ocspResponse MIIEXgoBAK…jks3yrAUvE The OCSP response message
encoded as Base64. This
parameter is only included for
some signing methods.


How to Validate


Check that time of entry is after Agreement Created.
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EventType Validation


Table 9. EventType effect on validation


Type How to act


30 Verify as described below.


31 Verify as describe below, and once done, check
that there are no more Agreement Signed entries
in the audit log.


TBS Validation


In case of an advanced signature method, re-create TBS according to Signing. The TBS algorithm


requires a number of inputs that should be recovered from Agreement Created.


For non advanced signature methods, TBS validation is not applicable.


Signature Validation


Fetch the signature method pointed out by SigningMethod and verify the signature according to the


corresponding chapter in Signing


Signee Validation


The output from the Signature Validation should be validated according to table below.


Output type How to validate


Signature time If a signature time has been registered, check that
this signature time corresponds to the time of the
Agreement Signed.


User attributes Check that the user attributes returned from the
signature method matches the attributes of the
SigneeInfo.


TBS or hash of TBS If TBS validation applies, check that TBS or hash
of TBS matches the re-created TBS from TBS
Validation


Hash algorithm If TBS validation applies, and the TBS is returned
hashed, return name of hash algorithm.


Agreement Rejected


This event is logged when the agreement is rejected. If this event occurs, the agreement is invalid.


• EventClass: agreement_rejected


• EventId:
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◦ 40: Agreement rejected by user.


◦ 41: Agreement auto-rejected due to validity timeout.


◦ 42: Agreement withdrawn by agreement creator.


Agreement Rejected Specific Information


None


How to Validate


If one of these audit entries are found, the agreement is not a valid agreement.


Agreement ExpireOn Changed


This event is logged when the agreement expiry date is changed.


• EventClass: agreement_expire_on_changed


• EventId:


◦ 80: Agreement expiry date changed by user.


Table 10. Agreement ExpireOn Changed Specific Information


Parameter name Parameter value example Description


agreementPreviousExpireOn 2016-03-21T10:03:28.010+0000 Time when agreement was
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


agreementExpireOn 2016-03-31T10:03:28.010+0000 Time when agreement is
scheduled to expire as yyyy-MM-
dd’T’HH:mm:ss.SSSZ.


How to Validate


Check that time of entry is after Agreement Created.


Message Sent


A message is logged each time the system sends a mail to parties involved in the agreement.


• EventClass: message_sent


• EventId:


◦ 50: Message sent due to event IDs: 10-12


◦ 51: Message sent due to event ID: 30.


◦ 52: Message sent due to event ID: 31.


◦ 53: Message sent due to event ID: 40.
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◦ 54: Message sent due to event ID: 41.


◦ 55: Message sent when agreement is shared.


◦ 56: Message sent when agreement sharing is cancelled.


◦ 57: Message sent when agreement validity is about to expire.


◦ 58: Message sent as a reminder of agreement creation.


◦ 60: Message sent due to event ID: 20-23.


Table 11. Message Sent Specific Information


Parameter name Parameter value example Description


sentTo List of UserInfo A listing of the users to whom
the message is sent.


How to Validate


Check that time of entry is after Agreement Created.


Format


The audit log is included in the container as a JSON-formatted file.


Audit log example


[ {
  "agreementId" : "160400034502",
  "agreementName" : "Package patent",
  "agreementVersion" : "1.13",
  "agreementLocale": "sv_SE",
  "agreementFiles" : [ {
    "fileSize" : "722085",
    "fileId" : "4081",
    "fileHash" : "01e70b3f3d48df504f19a912e171df2f2533a2a8bf73d052c004e27bf64671a0",
    "fileMimetype" : "application/pdf",
    "fileName" : "patent.pdf"
  }, {
    "fileSize" : "180269",
    "fileId" : "4082",
    "fileHash" : "96e0a461e285986ae6e3a2b581568c89d1dae77ae580fea1859faab2e594ec46",
    "fileMimetype" : "image/png",
    "fileName" : "fig1.png"
  } ],
  "signees" : [ {
    "personNr" : "191111112222",
    "personName" : "Alice A"
  }, {
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    "personNr" : "193333334444",
    "personName" : "Bob B"
  } ],
  "id" : 778333,
  "time" : "2016-04-26T16:39:30.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_created",
  "eventId" : 10
}, {
  "id" : 778334,
  "time" : "2016-04-26T16:39:31.000+0000",
  "eventId" : 50,
  "eventClass" : "message_sent",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "sentTo" : [ {
    "email" : "alice.a@eavtal.se",
    "personName" : "Alice A"
  } ]
}, {
  "signingMethod" : "bankid",
  "signeeInfo" : {
    "personSurname" : "B",
    "personNr" : "193333334444",
    "personGivenName" : "Bob",
    "personName" : "Bob B"
  },
  "signingMetadata" : {
    "ocspResponse" : "MII...z5Q==",
    "startDate" : "2016-04-26T16:39:32.000+0000",
    "signatureMethod" : "bankid",
    "signature" : "PD9...cmU+"
  },
  "id" : 778335,
  "time" : "2016-04-26T16:39:43.000+0000",
  "user" : {
    "personNr" : "193333334444",
    "personName" : "Bob B",
    "ipAddress" : "1.2.3.4"
  },
  "eventClass" : "agreement_signed",
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  "eventId" : 30
} ]


Reference Documentation


Artifact type: Reference documentation


Included in the container is also the reference documentation which documents the container format,


overview and details about signing and validation, Etc.


Table 12. Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630


Verification


Artifact type: Verification


The verification page is included as an attachment in the container, and is also mirrored to the visible


part of the container PDF. The purpose of the verification is to provide the reader with a summary of


the content of the agreement, in combination with important events that have occurred during the


agreement creation and signing process. An overview of the contents of the verification is given below.


Basic Information


Includes the most basic, and always present, information of the agreement. See Agreement Created for
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more details.


• Agreement ID


• Agreement name


• Agreement version


• Creation date


Agreement Files


Lists the different files that the agreement includes. This is primarily the documents uploaded by the


user, which include agreement text and other data. See AgreementFileInfo for more details.


Each agreement file is listed with the following properties:


• Agreement file ID


• Agreement file name


• Agreement file mime type


• Agreement file size


• Agreement file hash


Signees


Lists the signees that have signed the document. See UserInfo for more details. Each signee is listed


with the following properties:


• Signee person number ID


• Signee name


• Signee sign date


Audit Log Extract


The verification ends with a summarizing extract from the audit log. It includes the most important


events and information from the audit log, whereas audit information that is of secondary importance


is filtered out.


Change Log


Agreement Version : 1.1


• Date of Change : 2017-02-28


• Logs
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◦ Representation of agreement parts which are not possible to visualize are to include last


modified date along with the existing information (Name, Size, Hash).


◦ Layout is also changed to display the additional information vertically.


◦ Agreement File section of Verification page to include last modified date & time.


◦ ToBeSigned (TBS) text is separated into two types(visible & hidden).


Agreement Version : 1.2


• Date of Change : 2017-03-15


• Logs


◦ File Title is included in non visible agreement parts.


◦ Removed file Hash information from Attest Page and included file title


Agreement Version : 1.3


• Date of Change : 2017-06-21


• Logs


◦ New Signature Methods EMail signature & Email signature with OneTimePassword introduced


Agreement Version : 1.4


• Date of Change : 2018-02-01


• Logs


◦ Audit Events are allowed to have id as Long (number) or UUID


◦ New Signature Method Click signature introduced


Agreement Version : 1.5


• Date of Change : 2018-05-31


• Logs


◦ Norwegian BankID is introduced


Agreement Version : 1.6


• Date of Change : 2018-07-31


• Logs


◦ More information about signature added on attest page
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Agreement Version : 1.7


• Date of Change : 2019-01-16


• Logs


◦ Draw signature image added on attest page


Agreement Version : 1.8


• Date of Change : 2019-02-01


• Logs


◦ Message Sent for viewed event added in auditlog.json


Agreement Version : 1.9


• Date of Change : 2019-04-04


• Logs


◦ Agreement locale added for agreement created event in auditlog.json


Agreement Version : 1.10


• Date of Change : 2019-05-16


• Logs


◦ Enable rendering of txt files on visual part of the PDF.


Agreement Version : 1.11


• Date of Change : 2019-05-14


• Logs


◦ Agreement expire on changed event added in auditlog.json


Agreement Version : 1.12


• Date of Change : 2020-04-20


• Logs


◦ Localized signing method display text on attest page & in auditlog.json
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Agreement Version : 1.13


• Date of Change : 2020-10-22


• Logs


◦ Finnish EID is introduced


Reference Documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
The purpose of this document is to provide deep knowledge of the signature process making it possible


to verify the signatures of agreements signed using the Egreement service.


Overview
This document describes how Egreement handles the signature process, including all steps from how


to produce signature texts to make all agreement files tamper proof, to how each Electronic ID (EID)


provider implements its signatures.


System
For the agreement signatures to be trustworthy, it is important that a stable and high-quality system


protects the signing process.


All parts providing evidence for the signature, such as hardware, operating system and software, have


to be trusted.


Hardware


Egreement’s signature software runs on a virtualized hardware platform. It is hosted in a data center


with high availability requirements, used by large banks and e-commerce companies.


Software


For a signature to be trusted, it is important that the timestamp can be reliable. Timestamps are used to


show when certain events occur and are an important evidence when validating an agreement.


The platform synchronizes its time over the standardized Network Time Protocol (NTP).


Electronic Signatures
An electronic signature is any electronic means that indicates either that a person adopts the contents


of an electronic message, or more broadly that the person who claims to have written a message is the


one who wrote it. Examples of electronic signatures are:


• Draw Signature - A handwritten signature drawn on a digital canvas.


• API Signature - A signature created by consuming the web service exposed by Egreement AB.


• SMS Signature - A signature created by responding to an SMS with context specific content.


• Email Signature with OneTimePassword - A signature created by One Time Password(OTP) based
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email service.


• Click Signature - A signature created by personalized link.


• Cryptographic Signature - A signature created using a cryptographic key.


Some types of signatures are classified as advanced electronic signatures. Such an electronic signature:


• is uniquely tied to the signatory,


• makes it possible to identify the signatory,


• is created using material only controlled by the signatory and


• is tied to the signed data in such way that any changes can be detected.


Electronic signatures based on PKI, such as the Swedish BankID, Norwegian BankID and Telia EID


solutions, provide advanced electronic signatures.


Cryptography
Cryptography is a central part of many signature solutions, for example to provide tamper-proof


agreement files.


The following chapters introduce some concepts needed to understand cryptography based signatures.


Cryptographic Hash Functions


A cryptographic hash function is any function that can be used to map data of arbitrary size to data of


fixed size where it is practically impossible to find two pieces of input that produces the same hash


value. It is a one way transformation that produces the same result every time. The result is called a


hash and since it is a one way function, it is not possible to re-create the input behind a hash.


Examples on hash functions are:


• SHA.2


• RIPEMD


• Whirlpool


Asymmetric Encryption


In cryptography, two types of encryptions are most commonly used, symmetric and asymmetric


encryption. The difference between them is that the symmetric encryption uses one single key for both


encryption and decryption, while asymmetric uses one key for encryption and another for decryption.


The fact that there are two keys can also be used for creating signatures and serves as a base for many


types of EID. The EID solutions usually use the asymmetric encryption in a Public Key Infrastructure


(PKI).
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Asymmetric encryption make use of keypairs that if a text is encrypted using one of the keys, the only


key that can decrypt the crypto text is the other key belonging to the pair. One key is private and


should not be shared with anyone, the other is public and is used to verify signatures created with the


private key.


Examples on asymmetric keys are:


• RSA


• DSA


Digital Signatures


When signing using asymmetric keys, the signature result is called a raw signature and is just a binary


blob of a specific size, without any information at all. In order for the signature to be used in a


distributed environment, there is a need to add information on who signed the blob, what was signed


and so on.


The combination of metadata and the raw signature is called a digital signature. Some information is


optional:


• Signature time


• X.509 Signature Certificate


• X.509 CA Certificates (who issued the X.509 Signature Certificate)


• Signature text (TBS)


• Hash algorithms used


• Signature algorithm used


• The raw signature


Examples on digital signature formats are:


• CadES/CMS/PKCS#7


• XAdES


Signing
To sign an agreement a number of actions need to be executed:


• Create text representation of agreement


• Create digital signature
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Create text representation


For advanced electronic signatures, where the agreement contents is logically tied to the created


signature, the text needs to be prepared in order to suit the signing method used. The textual


representation of an agreement is also called To Be Signed, or TBS for short. The TBS is the actual text


that is to be digitally signed. For the whole agreement to be tamper proof, the agreement metadata


with all agreement files needs to be signed. Digital signature clients have limitations on the size of TBS.


It is not possible to sign the actual agreements, since there is a risk that the agreement files are too


large. Therefore cryptographic hash functions are used to reduce the size of the agreement files and


create a representation of it.


For non advanced signatures, where the agreement contents is not directly tied to the signature, the


above preparation is normally not needed.


Digital signature clients allow us to send two different types of TBS. They are:


• Visible TBS


• Hidden TBS


Visible TBS


TBS text that is exposed to the signatories by the digital signature clients. General information about


the Agreement is supplied to digital signature clients as a visible TBS.


Format


I sign: "Employment ACME Inc"
Egreement ID: 2394857302
Date: 26/04/2016


Hidden TBS


TBS text that is hidden from the signatories by the digital signature clients. Agreement content is


reduced to fewer characters using cryptographic hash functions is supplied to digital signature clients


as a hidden TBS.


Format
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----------
Content:


"Contract"
1103 b497 984e 433c 38d4 f4ef f775 33ad 0cef 8c07 9995 5b37 7c8e e4df 66f7 de73


"Codes of conduct"
2cf9 688d c483 2085 1f12 6120 9001 58b2 ab2e 62b1 afd5 acc5 ebbb 5134 c7a4 90f2
----------


Create Digital Signature


For advanced electronic signatures, the cryptographic signature is created by applying the private key


from an asymmetric key pair on a dataset that previously has been hashed. In this context, the dataset


is the TBS. Different EID providers handles digital signatures in different ways, Signature Methods


describes all methods supported.


For non advanced signatures, signature creation will vary depending on the method.


Signature Methods
Currently, the following signing methods are supported:


• Swedish BankID (advanced electronic signature)


• Norwegian BankID (advanced electronic signature)


• Finnish strong identification


• Telia EID (advanced electronic signature)


• Draw Signature


• API Signature


• SMS Signature


• Email Signature with OneTimePassword


• Click Signature


These are described in detail below.


Swedish BankID


Swedish BankID is the largest EID provider in Sweden run by Finansiell ID-Teknik BID AB which is


owned by a number of large swedish banks.
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It is a PKI based solution with support for filebased tokens as well as smart cards, supported on a


number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in BankID Signature profile.


Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Swedish personal identity number.


• personSurname - Surname in capital letters.


• personGivenName - Given name in capital letters.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid or bankid-otherunit.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


How to validate


Validate the signature according to BankID Signature profile.


Output from validation to provide to Signee Validation in Container Format is:


• User attributes of the first certificate of the XML element KeyInfo with ID bidKeyInfo in the


signature.


• Hashed TBS.


• TBS Hash algorithm.


Norwegian BankID


Norwegian BankID is the largest EID provider in Norway run by BankID Norway AS.


It is a PKI based solution that uses a one time password in combination with a personal password,


supported on a number of platforms for desktop and mobile.


Signature format


The BankID client produces an XML Digital Signature as specified in SEID-Prosjektet.
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Audit log


Each signature transaction provides information used in user interface and audit logging:


• personNr - In the form of a Norwegian personal identity number, when available.


• name - Surname and Given name with initial capital letter.


• startDate - Date when signing was started.


• signatureMethod - Will be bankid-no or bankid-no-mobile.


• transactionId - Transaction ID from backend system.


• signature - Evidence, base64 encoded.


How to validate


The signature can be verified on https://www.bankid.no/en/private/solve-my-bankid-problem/read-


signed-documents/


• Base64 encoded TBS.


• TBS RS256 algorithm


Finnish strong identification


Strong identification broker services are provided by Telia Finland for banks and mobile operators in


the Finnish Trust Network ("FTN").


Identity format


Telia produces a signed JWT which contains information about the person.


Table 1. Signed Attributes


Attribute Name Attribute Value


urn:oid:1.2.246.21 Social security number / personal identity code /
HeTu - henkilötunnus


urn:oid:2.16.840.1.113730.3.1.241 Full name


urn:oid:2.5.4.4 Surname


urn:oid:1.2.246.575.1.14 Given name


More information can be found in Telia Tunnistus.


Audit log


Each signature transaction provides information used in user interface and audit logging:
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• personNr - Finnish personal identity code.


• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be eid-fi.


• transactionId - Transaction ID from backend system.


• signature - Signed JWT (from Telia).


• publicKey - Public key (JWK) for the signed JWT (from Telia).


How to validate


The signed JWT can be verified using the public key.


Telia


Telia is the largest telephone operator in Sweden. One of the Telia offerings is the Telias electronic ID


service.


Telia’s solution is PKI based, issuing both filebased and smart card EIDs and targeting both private


users and organizations. As an example, the EIDs provided on the Swedish Tax Agency ID cards are


issued by Telia.


Signature format


The Telia client produces PKCS#7/CMS signatures as specified in Cryptographic Message Syntax. The


top structure type is a PKCS #7 signedData (1.2.840.113549.1.7.2) and always contains exactly one (1)


SignerInfo entry in signerInfos. The following signed attributes are included in the SignerInfo


signedAttrs:


Table 2. Signed Attributes


Attribute Name Attribute Value


1.2.840.113549.1.9.3 (PKCS #9 contentType) 1.2.840.113549.1.7.1 (PKCS #7 data)


1.2.840.113549.1.9.5 (PKCS #9 signingTime) Time of signing


1.2.840.113549.1.9.4 (PKCS #9 messageDigest) Hash of the content


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


8







• personSurname - Surname


• personGivenName - Given name


• startDate - Date when signing was started.


• signatureMethod - Will be telia.


• transactionId - Transaction ID from backend system.


• signature - Signature, base64 encoded.


How to validate


Validate the signature according to 5.6 Message Signature Verification Process in Cryptographic


Message Syntax.


Output from validation to provide to Signee Validation in Container Format is:


• User Attributes of the signer certificate in the element SignedData certificates in the PKCS #7


signature.


• Hashed TBS


• Hash algorithm


Draw Signature


The draw signature signing method is an electronic counterpart to traditional handwritten signatures.


Using draw signature, the end user draws a signature on a web canvas. The signing method is not


classified as an advanced electronic signature in that it does not tie the user to the contents signed and


does not identify this signatory. Yet, the method can be suitable in use cases where advanced electronic


signatures are not required.


Signature format


The signature is represented as a SVG/PNG image.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be draw-signature.


• signature - The SVG or PNG image, base64 encoded.
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• signatureContentType - The content type of signature eg. image/svg, image/png.


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature. Also, as the case of traditional handwritten signatures where


there are no formal requirements placed, ocular comparison does not add to trustworthiness.


API Signature


The API Signature is an electronic signature which is done by consuming the web service exposed by


Egreement AB. Using API Signature, the end user signs the agreement by making a request to the web


service. Using this method, user can also send the timestamp of actual time when the sign event took


place. This signing method is not classified as an advanced electronic signature in that it does not tie


the user to the contents signed and does not identify this signatory. Yet, this method can be suitable in


use cases where advanced electronic signatures are not required.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• personNr - In the form of a swedish personal number.


• personSurname - Surname


• personGivenName - Givenname


• signatureMethod - Will be api-signature.


• signedOn - Time at which the agreement was actually signed (stated by user)


How to validate


Due to the nature of this kind of signature, the signature in itself cannot be machine validated in the


same way as an advanced signature.


SMS Signature


SMS Signature is an electronic signature created by responding to an SMS with context specific


content. The content of the SMS is One Time Password (OTP), a 6 digits number sent to the registered


mobile no of the signee. The Signee has to submit the OTP in order to sign the agreement. The OTP


Number is generated by TOTP algorithm by hashing the current time along with the agreement


information. OTP can be regenerated and verified by the same logic provided the given time &


agreement information are same.
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Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• mobile - Mobile no of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be sms-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, mobile, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + mobile + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Email Signature with OneTimePassword


Email signature with OneTimePassword is an electronic signature created by One Time Password(OTP)


based email service. The content of the Email is One Time Password (OTP), a 6 digits number sent to


the registered email address of the signee. The Signee has to submit the OTP in order to sign the


agreement. The OTP Number is generated by TOTP algorithm by hashing the current time along with


the agreement information. OTP can be regenerated and verified by the same logic, provided the given


time & agreement information are same.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:
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• email - Email address of the signee.


• timestamp - Date when signing was started.


• agreementName - Name of the agreeement.


• signatureMethod - Will be email-signature.


• OTP - One Time Password.


How to validate


One Time Password (OTP) can be verified using the following algorithm from the attributes


(agreementName, email, timestamp).


• HASHLG : Use SHA-256 algorithm to generate hash of the given input.


• hash (array): HASHLG( agreementName + email + timestamp)


• random (function): hash[ ${param1} ] & ${param2} << ${param3}


• otp : Follow the below steps to generate OTP from the hash.


◦ offset = random(hash.length - 1, 15, 0)


◦ binary = random(offset, 127, 24) | random(offset + 1, 255, 16) | random(offset + 2, 255, 8) |


random(offset + 3, 255, 0)


◦ otp = binary % 1000000


◦ If the output is less than 6 digits, add the remaining digits as '0' in prefix.


• Now verify the ${otp} generated against the OTP that you can find in the auditLog.json.


Click Signature


Click signature is an electronic signature created by using a personalized link. The personalized link


can be shared by email or directly in an integrated application. When the signee visits the link, it will


take him to the agreement review page where he can click the sign button to sign the agreement.


Audit log


Each signature provides data for the Agreement Signed specified in Container Format. The data


provided is:


• email - Email address of the signee.


• timestamp - Date when signing was started.


• signatureMethod - Will be click-signature.


How to validate


Due to the nature of this signature , we can’t validate the authenticity of the signature. Signatories has
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to keep the link secret.


Reference documentation


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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Purpose
Agreements might need validation in case of disputes where one or more contracting parties renounce


that he or she intentionally signed the agreement. Since an agreement e-signed using Egreement’s


service is self-contained, tamper proof and legally binding, validating the agreement can be enough to


settle legal disputes. This document describes all the steps needed to validate the agreement.


Overview
Validating an agreement is quite a complicated process requiring technical skills or software. The


agreement is stored as a PDF container where any proof of the validity of the agreement is contained


inside the actual container. The process spans from controlling the actual agreement content to


validating the Public Key Infrastructure (PKI) signature status.


The parts that should be validated and covered by this and other references documents are:


• Container validation


• Agreement content


• Retracing signature steps


Container Validation
Verify that the container is an agreement PDF container. See the "Container Content" chapter in


Container Format.


Agreement Content
Read and validate all parts of the agreement attached to the container. See "PDF Container" Container


Format how to locate all files of the agreement.


Retracing Signature Steps
The audit log is a list of entries holding all actions associated with the agreement, from creating the


agreement to the last signee signing the agreement. The list is sorted by the time each action was


logged.


Audit Log Validation Process


Validate each audit entry in the log according to the "How to validate" section of each specific audit


entry type chapter. The audit entry types are described in detail in Container Format, where each
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entry type is described in a separate chapter.


If validation of one step fails or if the audit entry does not exist in Container Format, the agreement is


considered invalid.


If validation of an entry fails, it is important to analyze why before the agreement is discarded. It is


important to establish if the agreement is considered invalid because someone has tampered with it, or


if there are errors in the tools or in the documentation?


References


Document name Description


Overview Gives an overview of the Egreement agreement
function and links to the other documents.


Container Format Describes the details of how agreement
information is stored within the container PDF.


Signing Describes how Egreement handles the signature
process.


Validation Describes how to validate a container. Makes
references to other documents for validation
details.


BankidValidation Signature Profile for BankID, v2.3


SEID-Prosjektet Leveranse oppgave 3 - SEID-SDO - Dataobjekt for
langtidslagring og utveksling av elektroniske
signaturer, v1.01


Telia Tunnistus Telia Tunnistus - Integration guide to
identification broker service, v1.8


Cryptographic Message Syntax https://www.ietf.org/rfc/rfc2630
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